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Abstract. The correctness of group key protocols in communication systems remains a great challenge because of
dynamic characteristics of group key construction as we deal with open number of group members. In this paper, we
present a combination of three different theorem-proving methods to verify security properties for group oriented
protocols. In the first method, rank theorems for forward properties are established based on a set of generic formal
specification requirements for group key management and distribution protocols. Rank theorems imply the validity
of the security property to be proved, and are deduced from a set of rank functions we define over the protocol.
In the second, we provide a sound and complete inference system to detect attacks in group key management
protocols. The inference system provides an elegant and natural proof strategy for such protocols compared to
existing approaches. Finally, in the third method, we use an event-B first-order proving system to provide invariant
checking for group key secrecy property. In our framework, we applied each method on a different group protocol
from the literature illustrating the features of each method.

1 Introduction

Security protocols are used to establish secure channels between communicating systems. Great care needs to be taken
in developing and implementing robust protocols. The complexity of security-protocol interactions can hide security
weaknesses that normal analysis methods cannot reveal, mainly because they involve precise interactions in order to
achieve the required security services, therefore, it is very important to verify that the protocol operations are not
vulnerable to attacks. Besides, networks handle more and more tasks in a potentially hostile environment. Therefore,
cryptographic protocols should take more responsibilities in order to capture these new requirements.

There are different kinds of environments that protocols must interoperate with, besides, networks handle more and
more tasks in a potentially hostile environment. Therefore, cryptographic protocols should take more responsibilities
in order to capture these new requirements. This of course, makes both modeling and verification more difficult. It also
requires the search for new modeling and verification approaches for cryptographic protocols.

Group key protocols allow group members to exchange or establish keys to encrypt and authenticate messages
within the group. At the same time, individuals outside of the group cannot eavesdrop on group communication or
inject messages. In fact, group key management protocols need security retention in the case of dynamic member
actions, such as leaving the group for an existing member, or joining the group for a new member. It should be also
guaranteed that all authorized members are able to access the group, at the same time unauthorized ones are unable to
have this access.

Therefore, security properties that are well defined in normal two-party protocols have different meanings and
different interpretations in group key distribution protocols. An example of such properties is secrecy, which deals with
the fact that secret data should remain secret and not compromised. However, for group key distribution protocols, this
property has a further dimension since there are long-term secret keys, short-term secret keys, in addition to present,
future, and past keys; where a principal who just joined the group and learned the present key should not be able to
have enough information to deduce any previous keys, or similarly a principal who just left the group should not have
enough information to deduct any future keys. Therefore, systems designed for two-party protocols may not be able
to model a group protocol, or its intended security properties because such tools require an abstraction to a group of
fixed size to be made before the automated analysis takes place. This can eliminate chances of finding attacks on these
protocols.

In this paper, we describe a framework for the verification of group key management protocols. The framework
is based on three approaches: a rank theorems based approach, a rank functions based inference system, and and



event-B first-order logic theorem proving approach. In the first two methods we adapted the idea of rank functions
introduced by Schneider et al. [12,21] in order to be able to verify security properties for group oriented protocols. In
our method, we first define a set of sound rank functions that satisfy specific requirements, and prove the correctness
of every rank function with these requirement. Then, we use this set of rank functions in two directions, in the first to
define rank theorems that guarantee the correctness of the security property. The implementation of the rank theorems
methods, from our experiences, requires a considerable amount of effort and time in theorem proving. To enhance
the performance of this technique we combine the rank function into the protocol events. This resulted in the second
method, a rank functions based inference system, which requires the same level of higher-order logics to reason about
messages and events. The inference system is composed of a set of inference rules over rank functions, where, every
rule can be applied in order to generate new knowledge and assign new ranks to these generated messages. A special
rule called Attack is defined to represent the bottom of the system, and, when executed, illustrates an attack in the
protocol. We formally prove the soundness and the completeness of the rank theorem and the inference system for a
sound rank functions.

Implementing the inference system in higher-order logic theorem proving required a lot of effort and time, in ad-
dition, verifying properties is achieved interactively with the theorem proving tool because of the decidability problem
on higher-order logic. In the third method, which is complimentary to the above two, we define a formal link between
event-B semantic and security protocols, the use of event-B first-order logic prover to verify secrecy property as an
event-B invariant. This allows us to avoid the user interaction with the theorem proving tool, and reduce the time
required to verify the security property. This is not a straightforward task, and should be based on a correct semantical
link between the two models, and finally the application of a group protocol (that has join/leave events) making use of
first-order logic automatic prover, while abstracting some features of the protocol.

The above methods were applied on different protocols from the literature. First we implemented the rank theorem
proof environment on the Enclaves protocol from SRI [11] in order to verify related forward secrecy using the PVS
(Prototype Verification System) theorem prover [18]. Then we implemented the verification of a generic Group Diffie-
Hellman (GDH) protocol [24, 10] in PVS based on the proposed inference system approach. Finally, we applied the
event-B based approach on a tree based Group Diffie-Hellman (TGDH) protocol and used invariant checking to verify
the correctness of key construction. Protocol events and traces are modeled as event-B operations and messages as
sets. Then, group secrecy property was defined and verified as an event-B invariant in tool Click’n’Prove [3].

The rest of the paper is organized as follows. Section 2 discusses related work to ours. In Section 3, we overview
the general framework and preliminary definitions and notations we use. In Section 4, we define the concept of rank
theorems, and we show how to define theorems for forward and backward secrecy properties. In Section 5, we intro-
duce the details of our rank functions based inference system. In Section 6, we present the event-B based approach.
Finally, Section 7 concludes the paper with future work hints.

2 Related Work

In this section we discuss work related to ours in the literature to the best of our knowledge.

Pereira and Quisquater [19] proposed a systematic approach to analyze protocol suites extending the Diffie-
Hellman key-exchange scheme to a group setting. They pointed out several unpublished attacks against the main
security properties claimed in the definition of these protocols. The method provided is essentially manual and appli-
cable only on Group Diffie-Hellman (GDH) protocols. In a more recent work, Pereira and Quisquater [20] provided
a systematic way to derive an attack against any Authenticated GDH-type (A-GDH) protocol with at least four par-
ticipants and exhibit protocols with two and three participants. They provided a generic insecurity results concerning
authentication protocols. In their work, the authors did not attempt to address group related properties such as forward
and backward secrecy.

In another related work, Steel et al. [23] modeled a group key protocol by posing inductive conjectures about the
trace of messages exchanged in order to investigate novel properties of the protocol, such as tolerance to disruption,
and whether it results in an agreement on a single key. The method, however, is applicable on limited groups of two
or three members only. Recently, Truderung [26] presented a formalism, called selecting theories, which extends the
standard non-recursive term rewriting model and allows participants to compare and store arbitrary messages. This
formalism can model recursive protocols, where participants, in each protocol step, are able to send a number of
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messages unbounded w.r.t. size of the protocol. This modeling, however, cannot be applied on non—recursive protocols
such as GDH or the Enclaves. In addition, the model provided is not readable and very complex to construct. There
are many other efforts in the literature that deal with the formal analysis for GDH style protocols, for more details see
[14].

Dutertre and Schneider [12] used an embedding of CSP (Communication Sequential Process) in PVS in order
to verify the authentication property of the Needham-Shroeder public key protocol. They proposed the idea of rank
functions in order to enable CSP verification of the Needham Shroeder protocol. Later, Ryan and Schneider [21, 22]
used the idea of rank functions for the verification of CSP. The work did not present a method that can be applied
on security properties in other classes of protocols, specifically, group key protocols. In fact, the method, as is, may
not be applied on secrecy property for group key management protocols. Even though rank functions were introduced
and used by Schneider et al. [12,22,21, 8,9] in different directions, in this paper, we use their definition in order to
precisely define a set of sound rank functions and prove their correctness. We then propose a rank functions based
inference system for the verification of group key distribution protocols and prove the soundness and completeness of
the system using the defined set of rank functions.

Layouni et al. [17] used a combination of model checking, theorem proving, and a Random Oracle Model to verify
authentication property, safety and liveness properties such as proper agreement, and robustness and unpredictability
properties, respectively. The verified protocol is a complex protocol developed for group key agreement under mul-
tiple leaders scheme, and is called the Enclaves protocol [11]. This example shows how difficult it is to verify and
analyze this class of protocols. While the authors achieved a promising success in verifying a complex protocol such
as Enclaves, they failed to accomplish the formal proof of the three components in a single formalism.

Events-based verification of security protocols was used by Crazzolara and Winskel [6, 7] for mappings between
process algebra, Petri nets, strand spaces and inductive models. The authors established precise relationships between
the Petri nets semantics and transition semantics, strand spaces, inductive rules, and trace languages and event struc-
tures. They show how event-based models can be structured in a compositional way and so used to give a formal
semantics to security protocols which support proofs of the correctness of these protocols. They demonstrated the
usefulness of their Petri nets semantics in deriving proof principles for security protocols and apply them to prove
an authentication property. The method is applicable to authentication property insufficient for capturing forward and
backward secrecy properties.

Stouls and Potet [25] proposed a method to automatically enforce an abstract security policy on a network. They
used the B refinement process to build a formal link between concrete and abstract terms, which is dynamically
computed from the environment data. They applied their method on a case study modeling a network monitor. A
different approach to achieve a similar objective was proposed in [4], where the authors addressed the proof-based
development of system models satisfying a security policy. They used OrBAC [1] models to express the security
policies in order to state permissions and prohibitions on actions. An abstract B model [2] is derived from the OrBAC
specification of the security policy and then the model is refined to introduce properties that can be expressed in
OrBAC. The refinement guarantees that the resulting B model satisfies the security policy.

In this paper we address security property for group oriented protocols, taking into account features such as the
concept of group secrecy and dynamic group events. In addition, we consider events that are specific for group proto-
cols that were not treated by the B method based work of Butler [5]. The verification is tackled using theorem proving
in higher-order and first-order logic models.

3 Verification Methodology

Figure 1 displays a general view of the proposed verification methodology. Three major techniques are used: in the
first one, we use rank theorems to define the required security property based on the concept of rank functions. Rank
theorem are implemented in PVS higher-order logic theorem prover. In the second approach, we provide a sound
and complete inference system to detect attacks in group key management protocols. The inference system is also
implemented in PVS. Finally, abstract our group model to fit it to the first-order logic theorem proving in event-B.
We define a well-formed formal link between the group protocol model and the event-B counterpart model. Based on
this link, we propose a solution to verify the required security properties, in particular secrecy properties, using the
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event-B invariant checking tool Click’n’Prove. First we present our formal model and the notations that will be used
throughout this paper.

Formal Protocol Model

Group Protocol Security Propeny

<

.

Events Abstraction Rank Functions
Event-B Model Rank Theorems | | Inference System
Click’n’Prove PVS

(Theorem Proving) (Theorem Proving)

Fig. 1. Verification Methodology

M: set of all possible messages (messages space).
P: a honest principal who is willing to communicate.
IP: set of knowledge of member P, P C M.
S: secret messages space, the set of all secret messages, S C M. These are the messages we want to keep hidden from
the intruder. They are defined by the protocol.
I: a dishonest member. We assume that the intruder is a dishonest member who is trying to find an attack in the
protocol by using his unlimited resources and computational power. However, we state normal assumptions about the
intruder such as being able to encrypt or decrypt a message only if he knows the appropriate key, or the ability to block
or read any message in the system.
[E: set of all events, or dynamic operations, i.e., join, leave, merge, and split. An event is a term from the message space
to the message space, E : Ml — M. It represents an action the user can perform in order to obtain extra information
and update his own set of knowledge.
T: set of all possible traces, where a trace of events is the execution of the sequence of these events. We use 7 € T,
such that 7 : E x M — M, m € M, then we write m = 7(E, M) to say that a message m is generated by the trace
7 by executing the vector of events E on the set of messages M, we also write 7(E, M) ~» m to represent a predict
formula that evaluates to true if and only if m = 7(E, M).
Ko: set of initial knowledge of the intruder, where Ko C M. The initial knowledge of the intruder is basically the
information he/she can collect before executing the protocol events. This information is usually public and known, so
there are no secret information that is in the intruders initial set of knowledge. In other words Vm € M : m € S =
m ¢ KO
K: set of knowledge of the intruder. The intruder updates this knowledge by executing events. The intruder starts with
the initial set of knowledge and the set of events, then, by executing a sequence of events, he/she updates this set.
Ky € Kand K C M.
attack: we define attack w.r.t. confidentiality as the ability of the intruder to have a message in the set of secret messages
in his own set of knowledge, attack = m € K and m € S. The notion of attack can be seen differently depending on
the nature of the security property under investigation.

Traces are defined since they will be used to prove the soundness of the inference system. ¢ represents a single
execution of one event or inference rule that updates the intruder set of knowledge. For a given events eq, eg, ..., e, € E,
we use M to represent the messages generated by executing each event: m; = e; (M), ma = ea(M),...,m,, =
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e (M), where My € K is a set of messages in the initial set of knowledge of the intruder, and MP € Ky is a vector
of p messages in the updated set of knowledge of the intruder. Now we can define 1, o, ..., t,, as follows :

tl tmy = el(Ko), p(ml) = (1, Kl = KO @] {ml}

t2 Mo = 62(K1), p(mg) = Co, Kz = Kl U {mg}

t; s m; = ei(Ki), p(mi) =¢, K, =K;,_1 U {ml}

tn My = en(Ky), p(my) = cn, K=KU{m,}

We define a trace T;, € T as the sequence of executing ¢1, to, ..., t,, in order.

T, : t1,te,...ty; K =Ko U{my,ma,....,my}; p(m,) = ¢,. We say that m,, = T,,(E, M) which means that the
trace 7}, generates the message m,, of rank c,,.

Rank functions were first introduced in [21]. For the purpose of establishing the proof that a specific fact will not
be available to the intruder, we assign a value or rank to each fact, such that, facts that can be generated by the system
have positive rank, and facts that cannot be obtained by the intruder cannot have positive rank. The definition of the
rank function is as follows:

Definition 1. A rank function p is a function p : Ml — 7 that maps the set of all messages into integers.

Itis necessary to verify that protocol participants cannot generate non-positive ranks. The appropriate rank function
we choose to apply on the protocol should be sound. We define a set of rank functions with a number of requirements,
which will be used to prove the correctness of the rank function.

Definition 2. a rank function is sound if it satisfies the following condition: applying an event on the intruder’s initial
set of knowledge will not generate a zero rank:
Ym € Ko,e € E, p(m) > 0and p(e(m)) > 0.

This intuitively means that the rank function will not generate or add any inconsistency to the group model.
Therefore, it will guarantee that zero ranks can only be generated as a result of problems in the protocol.

Definition 3. a rank function is initially sound if it satisfies these three requirements:

1. Vm € M, p(m) >= 0, there are no negative ranks generated by the system.
2. VY¥m € Ko, p(m) > 0, intruder initial knowledge must be of positive rank.
3. Vm €S, p(m) = 0, all secret messages must have a zero rank.

Definition 4. Two events are invertible if each one is the inverse of the other.
ea(e1(my)) = my, where ey, es € E, and my € M.

Definition 5. a rank function is invertible for all invertible events of inference rules. es(e1(m1)) = my = p(ea(e1(my))) =
p(my), where eq, eq € E, and m1, mo € M, and any user of the system cannot apply an invertible event unless he/she
is able to apply the inverse.

Definition 6. a rank function is bounded if p(m) — 1 < p(e(m)) < p(m) + 1, where e € E, and m € M.

Theorem 1. Rank Function Soundness
A rank function is sound, if it is initially sound, invertible and bounded.

The theorem states that a rank function with the above specifications is consistent. It ensures that the zero rank
cannot be generated by the initial knowledge of the intruder, or by the definition of the rank function for the events.
In other words, applying each single event separately on the set of intruders initial knowledge will not generate a zero
rank, simply because a secret is not revealed to the intruder. Formally, Vim € Ky, p(m) > 0 and Ym € Kg,e €
E, p(e(m)) > 0. We use R to represent the set of all sound rank functions. More details about the theorem and its
proof can be found in [14]. In the next sections we talk in details about each of the three methods of the framework.
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4 Rank Theorems

We briefly present the steps of our rank theorems based verification methodology as described Figure 2. The first
step consists of providing a formal model and precise definition for group protocols properties and events. This will
help eliminating the gap between the informal protocol specification and the formal model. It will also provide a well
defined protocol specification that can be directly integrated into the verification methodology. In the second step, we
define map functions between the set of facts and the set of integers. The set of facts include protocol events, protocol
execution traces and the security property. Then we define rank theorems that provide conditions satisfied by a given
rank function in order to conclude that the security property satisfies its protocol model. We define for every security
property a theorem that implies the validly of the property with respect to the protocol. Rank theorems imply the
correctness of the security property it models. In order to prove the correctness of a specific property, we need to prove
that its corresponding rank theorem is correct with respect to the protocol model. In the final step of our approach, we
implement the rank theorems in PVS and establish their proof of correctness.

Informal Protocol Specifications

|

Formal Specifications Requirements

‘ Protocol Eveﬂls‘ ‘Security Propeﬂy‘ ‘ Protocol Tracus‘

Formal Protocol Model

Property Rank Function  Protocol

[ o Jlem=z][ = ]

Rank Theorems

I

PV'S Implementation

‘Rankfuncliun‘ ‘RankTheorem‘ ‘ Traces ‘

Proof in PVS

)

Fig. 2. Rank Theorem Based Approach

In order to make sure of the soundness of our approach, we have to show the formal link between the constructed
rank theorem and the formal model of the property. This is carried out by proving that the correctness of the rank
theorem implies the correctness of the security property. This way, we can argue that verifying the property at the
implementation level guarantees the correctness of the property in the model.

The rank function should obey specific rules in order to be sound. First there are no negative ranks generated by the
system. It is necessary to verify that each participant cannot introduce anything of non-positive rank to the system. In
other words, the intruder initial knowledge must be of positive rank, and only facts of positive ranks can be generated
from sets of facts of positive rank. All messages that are supposed to be secret and unknown to the intruder are mapped
to zero rank. When executing an event, the rank of the generated message is a bounded function of the rank of the
parameters of the event.

We define a property ¢ for a given group protocol G. This property states that a dishonest user I cannot execute a
trace in T in order to discover a secret in S, and is formally modeled as follows: ¢ = V7 € T, 7(E™, M?) ~» m =
m ¢ S. If this property is correct for the protocol G then we can write G |= ¢. This is a general secrecy property that
will be used to define and proof the rank theorem. The target security property to be verified, i.e., forward secrecy,
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will be concretely defined later in this section. Now, we define and prove a general rank theorem for this property as
follows:

Theorem Vm € K, p(m) > 0= G; |= ¢, where m = 7(E,M) and 7 € T

This means that for all traces 7 € T, a dishonest principal I can execute on a group protocol G;. We say that the
protocol satisfies a security property ¢, G; = ¢, if the protocol can maintain a positive rank for the messages that can
be generated by the intruder.

Now we define our forward secrecy property, ¢, based on the formal specifications model presented previously
as follows: ¢ = Vm € S,I € G = —-3r € T : 7(E,M) ~» m. We use the above rank theorem in order to
define a rank theorem for the forward secrecy property ¢ (and similarly for backward secrecy). However, we should
define the rank function py that maps the set of all messages to the appropriate ranks. p,, is defined as follows, where
ViceZ:t4+1>0andt—1¢ > 0.

(m) = 0,ifmeS V m=Kg,_,
Pl = 1,if m e Ko V m=Kg, V(m=Kg,,, AN1€G)

This means that for the validity of forward secrecy, we give rank zero to all messages in the set of secret messages
S, such as secrets shared between users and servers, and all groups keys that were generated before the current group
key. However, for the keys generated after the assumed dishonest user joined the group are mapped to a positive rank
because they are in his/her initial set of knowledge. Now we can write the above theorem for forward secrecy property
as follows:

Theorem Vm € K, p,(m) > 0= G¢ |= ¢, where m = 7(E,M) and 7 € T.

The advantages of introducing such theorems, is that, first, it is protocol independent, which means that we can
apply it on different protocols as well as on the same protocols at different levels of abstraction. Second, it is imple-
mentation independent, which gives more freedom to verification tool choice without any modification on the previous
steps of our methodology.

This approach was illustrated on forward secrecy property for the Enclaves protocol. For further details see [15]

5 Rank Functions based Inference System

Our inference system consists of a set of inference rules. Every rule represents an event in the protocol. Rules have a
precondition that has to be satisfied before they are applied. We define the pair (m, c) to represent a message m and its
rank c. A special rule, Attack, is defined with a precondition, such that, when executed by the intruder, it indicates the
occurrence of an attack by reaching the bottom of the system L. The intruder, by executing these rules on the set of
knowledge K, generates new knowledge with new ranks and updates his/her set. For this system to work, we assume
the fairness of executing these rules, i.e., the intruder will not keep using the rule compose forever, but other rules will
have their chance to be executed, specially the rule Attack. The set of rules in the inference system are shown below.
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KU{(m,p1),(k,p2)}
m,p1),(k,p2) YU{{{m},,p1+1)}

Rulel: Encryption: T

where {m}, = Encr(m,k)

. . KU{(Encr(m,k).p1),{k,p2)}
Rule2: Decryption: KU{({m}kj)j),(lé,pz)ﬁiuﬂml?pl*l)}

where m = Decr({m},, k)

KU{<m17p1>7<7n27p2>}
ma,p1),(maz,p2) fU{(Comp(mi,mz2),min(p1,p2))}

Rule3: Compose: e

KU{(Comp(mi,mz2),p1)}
p(mi,mz2),p1) pU{(m1,p1),(m2,p1)}

Rule4: Decompose: RU{({Com

KU{(expo(mi,m2),p1)}
Comp(my,m2),p1) }U{{m172,p1-1)}

Ruleb: Expo: T

Rule6: Attack: w

For this inference system, we use the event Enc(m, k) to represent a message m that is encrypted w.r.t. a symmetric
encryption algorithm with the key k. The event Dec(Enc(m, k), k) represents decrypting a message that is already
encrypted, where the same key used for the encryption is to be used for the decryption event. These two events are
invertible, therefore m = Dec(Enc(m, k), k). The event Comp(m1, m2) represents two composed messages by
concatenation. The function min gives the minimum rank from two given ranks.

In the following we define theorems for the soundness and completeness of the approach. The first theorem states
that if we can find a message in the set of knowledge of the intruder that has the rank zero, or equivalently, if the rule
attack of the inference system is applied, then there is an attack in the system. We assume fairness in applying the
inference rules.

Theorem 2. Soundness

Let PP be a security protocol, let p be a sound rank function, and let K be the set of the initial knowledge of the
intruder. Then, the protocol P has an attack if the inference rule attack can be applied in a fair inference system.

Im € K: p(m) =0and p € R = Jattack in P.

The following corollary is deduced from the above theorem and states that if there is no attack in the system, then
a sound rank function will be greater than zero. It can be viewed as the complementary case of the above theorem.

Corollary 1. Absence of Attack

Assuming the same conditions as Theorem 2, if the protocol P has no attack, then the rule attack will never be
applied in a fair inference system.

Aattack inP = Vm € K: p(m) > 0.

The second theorem states that if there is no message in the set of knowledge of the intruder that has the rank
zero, or equivalently, if the rule attack of the inference system can never be applied, assuming fairness of the strategy
application of inference rules, then there is no attack in the system.

Theorem 3. Completeness

Assuming the same conditions as Theorem 2, if the rule attack cannot be applied in a fair inference system, then
the protocol P has no attack.

Ym € K: p(m) >0, p € R = Aattack in P.

Corollary 2. Detecting Attacks

Assuming the same conditions as Theorem 2, if the rule attack can be applied in a fair inference system, then the
protocol P has an attack.

Im e K: p(m) =0and p € R = Jattack in P.
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This corollary states that when the rank function evaluates to zero, then there exists an attack in the protocol.
Theorems 2 and 3 and Corollaries 1 and 2 provide the formal link between the protocol model and the implementation
model in PVS. The proofs of these theorems can be found in [14].

The inference system we defined can prove that an attack exists in the protocol using the Theorem 2. However, the
limitation of the Soundness Theorem comes in the type of implementation that will be used. In case we want to prove
that there is no attack in the protocol, the inference system can diverge in case we apply the Theorem 3. The inference
system may terminate with a result, depending on the nature of the protocol and the strategies used while conducting
theorem proving.

We still can reason about absence of attacks in protocols using Theorem 3. An indirect proof can be generated
by proving that the strategy is fair and the application of our inference system diverges. This indirect proof can be
achieved by generating partial proofs that affirm that the inference system will diverge when the applied strategy is
fair. We believe that in order to be apply this approach, we have to provide an implementation for the inference system
that allows partial proofs based on divergence. This later issue will be considered for further study.

In order to illustrate this method, we consider the Group Diffie-Hellman (GDH) protocol [24], which is a basic
group key management protocol widely studied in the literature. In the first part, we showed how to manually detect
the attack in a step by step application of the inference system. Then we use the PVS theorem prover in order to
implement the inference system and apply it on the protocol.

We applied our approach on the example protocol in the existence of an active adversary. The case of a passive
adversary is more restricted than an active one. In addition, it has been shown that a protocol that is secure in the
passive setting can be considered secure in the active case [16]. Therefore, we believe it is adequate to handle the
active adversary case for the case study, and consider the passive adversary case as restricted special case which may
be considered for further investigations [14].

6 Event-B Semantics based Verification Methodology

It is a practical solution to verify a security property using model checking tools, when applicable. However, it is incon-
venient because of two reasons: the state space explosion problem of model checking, and the limited expressiveness
of proposition logic based-tools. Treating the problem at the first-order logic level requires applying a valid abstraction
on the protocol in order to fit to the proving system. This abstraction should be based on a correct semantical link be-
tween the protocol model and the target model. We tackle this problem by using event-B as the target first-order logic
model benefiting from the automation and the expressiveness of the logic and the availability of supporting tools.

In order to model a group protocol in event-B first-order logic, the semantics of the event-B language should be
formally related to the protocol model. We define well-formed conditions to guarantee that the event-B invariant is
equivalent to the security property in the group protocol model. These conditions are particular to the group protocol
model, and are essential to establish the equivalent event-B model. We show how an event-B model can be structured
from group protocols model and then used to give a formal semantics to protocols which support proofs of their
correctness. More precisely, we give a map from our protocol model to the event-B language. The event-B language
allows the definition of invariant properties and provides an automatic model-checking based proof.

The proposed verification methodology consists of a number of steps as shown in Figure 3. In the first step,
the group key protocol is specified formally using the model proposed in [14] in order to obtain precise protocol
specifications. In addition, the secrecy property expected to be checked by the system is described informally. In the
second step, the obtained specification is translated into event-B specification using mapping relations presented in
Figure 4. From this mapping we obtain an event-B model that captures the features of the group protocol mode. Next,
the secrecy property ¢ is specified as an invariant of the resulting event-B model I. Messages can be defined as a set
with an enumeration of all possible secret and known messages. The intruder initial knowledge, Ko, is directly defined
as variable or set in the event-B initialization list. Secret messages are defined similarly. Protocol initial constraints,
such as Ko C M and S C M, are defined as properties that will be included in the invariant. Protocol join or leave
events are defined as event-B operations that update the intruder’s knowledge and the set of secret messages, including
the new generated key. Finally, the property is checked from the obtained global system specification using the event-B
invariant checking tool Click’n’Prove.
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Protocol events and execution traces are mapped into event-B events, messages generation conditions are mapped
into events guards, and messages sets are used to generate event-B model constants properties. The initial knowledge is
defined as event-B initializations, messages are mapped directly into sets, and finally the secrecy property is defined as
an invariant for the event-B model. The generation of the target event-B model requires treating three parts: the static
part which includes initializations and the constant properties of the protocol, the dynamic part that represents events
of the protocol, and finally, enriching the resulting model with invariants describing the required secrecy properties.

The event-B semantics is close to the protocol model semantics. This relationship is demonstrated by establishing
a well-formed link between the semantics of both models. To achieve this link, we are interested in showing that if
the invariant I holds for event-B machine M, then the safety property ¢ must hold for the group protocol model G.
Formally, (M = I) = (G | ¢). In terms of equivalence between the two models, we can say that a protocol model
G is equivalent to an event-B model M, with regards to the security property, if the property ¢ holds in the model G,
and the invariant [ holds in the model M. To illustrate this equivalence, we need to show that I = ¢. Therefore, it is
enough to show that the invariant I, with regards to M, implies the safety property ¢, with regard to G. The full details
of the semantical link can be found in [13].

Under certain conditions, we guarantee that when the invariant holds in event-B model, the security property
definition holds for the group protocol model. These predicates should be considered carefully when providing the
event-B implementation. Properties that can be expressed as invariants are verified using the translation process and
event-B tool. Other properties could be verified directly with model checking. This is illustrated in Theorem 4 shown
below.

Execution Traces and Events ]—'[ Event-B Events

Messages Generation Conditions ]—'[ Events Guards
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Initial Knowledge ]—'[ Initializations

Security Property ]—'[ Invariant

Messages Properties ]—'[ Constants Properties
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[ ]
[ ]
[ ]
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[ ]

Fig. 4. Mapping protocol primitives into event-B
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Theorem 4. Secrecy Soundness. A group protocol, G, satisfies its secrecy property, ¢, if there is an equivalent event-B
model, M (G = M), that satisfies an event-B invariant, I, that implies the property ¢. Let (G = M), (M = I), and
(I = @) be correct lemmas, then

(G2 M)AMEDAI= )= (G E ¢).

This method was applied on a Tree-based Group Diffie-Hellman protocol that generates a key in a distrusted
group. We show how the conditions defined for the correctness of the above model can be concretely applied on a
real protocol. The intended secrecy property, along with its conditions, are efficiently defined and checked as event-B
invariant [13].

7 Conclusion

The correctness of group key protocols in communication systems remains a great challenge because of the sensitivity
of the services provided. In this paper, we illustrated the need for a verification methodology for a class of protocols
that deal with group key distribution.

A framework for modeling and verification of group key management protocols that combine three approaches is
proposed. We defined a formal model for group key protocols based on a set of generic requirements of group key
distribution protocols. In addition we defined a set of rank function that were used in our framework and provided
the proof of soundness of these functions. The first method in our framework is based on rank theorems to enable
and mechanize the verification procedure of security properties for group oriented protocols in PVS theorem proving.
Secondly, we provided an inference system defined over rank functions. The approach is based on an elegant and
natural proof strategy for the verification of group key protocols. Finally, we introduced an event-B based method
based on a formal link between the semantics of group protocols model and event-B. We defined a well-formed
connection between event-B invariant and the security property based on conditions to guarantee that the invariant
verified in event-B is equivalent to the security property. This latter method is based on an abstracted first-order logic
model in order to enable automatic invariant checking for security properties.

Even though we used three different approaches in our framework, we believe that there are some limitations for
our framework. In general our methods are based on perfect cryptography conditions. Also, in our methods we tried
to target the non-algebraic nature of protocols and analyzed their distributive nature. In addition, the application of the
inference system was illustrated on a group protocol in the existence of an active adversary, it will be interesting to
investigate the application of the method on similar protocols in the existence of a passive adversary. Also, even the
event-B approach is more automated, only invariant properties can be modeled and verified. This is due to the target
model and verification tool, namely, event-B and Click’n’Prove.

As future work, we intend to extend some features of our framework in order to be able to apply it on more
challenging properties such as key independence (or collusion). Another direction is to provide an implementation of
the inference system itself, rather than defining it in a theorem prover. This will provide more flexibility for modeling
different protocols, however, If we implement our inference system, then we need to implement some strategies in
order to guarantee the success of the verification process. If necessary the user can help the system in order to find an
attack. Another open issue is to provide an implementation for the inference system that allows partial proofs based on
divergence. For the event-B based approach, it will be more interesting to consider more dynamic properties: forward
and backward secrecy, and the most interesting case is key independence. However, in order to achieve this, major
modifications of the approach are required to support the distributive nature of the protocol because of the limitations
of event-B tools.
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