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Abstract

Markov chains are extensively used in modeling and analysis of engineering and
scientific problems. Usually, paper-and-pencil proofs, simulation or computer algebra
software are used to analyze Markovian models. However, these techniques either are
not scalable or do not guarantee accurate results, which are vital in safety-critical
systems. Probabilistic model checking has been recently proposed to formally ana-
lyze Markovian systems, but it suffers from the inherent state-explosion problem and
unacceptable long computation times. To overcome these limitations, in this paper,
we develop a framework to formally analyze discrete-time Markov models with finite
state-space using higher-order logic theorem proving. The core component of the pro-
posed framework is a higher-order-logic formalization of Discrete-Time Markov Chains
(DTMC) and classified DTMCs. The proposed framework is generic enough to be used
for extending the library of formal reasoning support for Markovian models and an-
alyzing many real-world stochastic problems. In order to demonstrate the usefulness
of our framework to formalize other Markov chain related concepts, we present the
formalization of a Discrete-time Birth-Death process and the discrete Independent and
Identically Distributed (IID) random process. Moreover, for illustrating the practical
utilization of our framework, we use it to formally analyze the performance of a pro-
gram, which controls a CPU and its connected devices through the system bus, as well
as the performance of a data structure in a program.



1 Introduction

In probability theory, Markov chains are used to model time varying random phenomena
that exhibit the memoryless property [3]. In fact, most of the randomness that we encounter
in engineering and scientific domains has some sort of time-dependency. For example, noise
signals vary with time, the duration of a telephone call is somehow related to the time it
is made, population growth is time dependent and so is the case with chemical reactions.
Therefore, Markov chains have been extensively investigated and applied for designing sys-
tems in many branches of science and engineering, including hardware circuits [31], software
testing [49], Internet page ranking [12] and statistical mechanics [4].

Mathematically, a DTMC can be divided into two main categories. It may be time homo-
geneous, which refers to the case where the underlying Markov chains exhibit the constant
transition probabilities between the states, or time inhomogeneous, where the transition
probabilities between the states are not constant and are time dependent. Furthermore,
DTMCs are also classified in terms of the characteristics of their state-space. For example,
some states can be reached from all other states and some others once entered, cannot be
left. In practice, these reachable states are the most attractive states in the dynamic analy-
sis of Markovian systems. Regarding the features of the states in their state-space, DTMCs
are categorized into different classes, such as irreducible DTMC, aperiodic DTMC, absorbing
DTMC; etc. These classified Markov chains [46] are widely used to simplify the analysis of
long-term behaviors for most applications. Among them, Discrete-time Birth-Death process
is an important aperiodic and irreducible DTMC, which is mainly used in modeling and
analyzing software performance.

Traditionally, engineers have been using paper-and-pencil proof methods to perform prob-
abilistic and statistical analysis of Markov chain systems. Nowadays, real-world systems
have become considerably complex and the behaviors of some critical subsystems need to
be analyzed accurately. However, due to the increasing complexity, it becomes practically
impossible to analyze a complex system precisely by paper-and-pencil methods due to the
risk of human errors. Therefore a variety of computer-based techniques, such as simula-
tion, computer algebra systems and probabilistic model checking have been used to analyze
Markovian models.

The simulation based analysis is irreverently inaccurate due to the usage of pseudo ran-
dom number generators and the sampling based nature of the approach. To improve the
accuracy of the simulation results, Markov Chain Monte Carlo (MCMC) methods [39], which
involve sampling from desired probability distributions by constructing a Markov chain with
the desired distribution, are frequently applied. The major limitation of MCMC is that it
generally requires hundreds of thousands of simulations to evaluate the desired probabilistic
quantities and becomes impractical when each simulation step involves extensive computa-
tions.

Computer Algebra Systems (CAS) provide automated support for analyzing Markovian
models and symbolic representations of Markovian systems using software tools, such as



Mathematica [42] and Maple [40]. However, the usage of huge symbolic manipulation algo-
rithms, which have not been verified, in the cores of CASs also makes the analysis results
untrustworthy. In addition, the computations in CAS cannot be completely trusted as well
since they are based on numerical methods.

Due to the extensive usage of Markov chains for safety-critical systems, and thus the
requirement of accurate analysis in these domains, probabilistic model checking has been
recently proposed for formally analyzing Markovian systems. However, some algorithms
implemented in these model checking tools are based on numerical methods too. For example,
the Power method [47], which is a well-known iterative method, is applied to compute
the steady-state probabilities (or limiting probabilities) of Markov chains in PRISM [50].
Moreover, model checking cannot be used to verify generic mathematical expressions with
universally quantified continuous variables for the properties of interest (i.e., variable values
have to be bounded and discretized to avoid endless computation time). Finally, model
checkers suffer from the state-exploration problems when the analyzed systems are complex.

Higher-order-logic interactive theorem proving [I5] is a formal method that provides a
conceptually simple formalism with precise semantics. It allows to construct a computer
based mathematical model of the system and use mathematical reasoning to formally verify
systems properties of interest. The formal nature of analysis allows us to solve the inaccura-
cy problem mentioned above. Due to the highly expressive nature of higher-order logic and
the inherent soundness of theorem proving, this technique is capable of conducting the for-
mal analysis of various Markov chain models including hidden Markovian models [4], which,
to our best knowledge, probabilistic model checking cannot cater for. Moreover, interac-
tive theorem proving using higher-order logic is capable of verifying generic mathematical
expressions and it does not suffer from the state-exploration problem of model checking.

Leveraging upon the above-mentioned strengths of higher-order-logic theorem proving
and building upon a formalization of probability theory in HOL [44], we have formalized
the definitions of a DTMC [36][38] and classified DTMCs [34] in higher-order logic. These
definitions have then been used to formally verify classical properties of DTMCs, such as the
joint probability theorem, Chapman-Kolmogorov Equation and Absolute probability [38],
as well as Classified DTMCs, such as the stationary properties [34]. The above-mentioned
formalization has been successfully used to verify some real-world applications, such as a
binary communication channel [36], an Automatic Mail Quality Measurement protocol [38],
a generic LRU (least recently used) stack model [34] and a memory contention problem in a
Multiprocessor System [37], and to also formalize Hidden Markov Models (HMMs) [35].

These previous works clearly indicate the great potential and usefulness of higher-order-
logic theorem proving based formal analysis of Markovian models. In the current paper,
we utilize the core formalizations of DTMCs [38] and classified DTMCs [34] to propose
a generic framework for the formal analysis of Markovian models using higher-order-logic
theorem proving. The proposed framework, depicted in Figure [1} not only allows the formal
modeling of systems that exhibit the discrete time Markovian behaviors but also allows its
users to formalize more advanced discrete time random processes that are based on DTMCs
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Figure 1: DTMC Formalization Framework

and classified DTMCs. These advanced random processes, such as the discrete-time birth-
death and Independent and Identically Distributed (IID) processes, can in turn be used in
our framework to analyze the systems that exhibit the corresponding behaviors.

The first step in analyzing a system that exhibits the discrete-time Markovian behavior
in the proposed framework is to construct a formal system model of the given system as a
function in higher-order logic. This can be done using the blue-colored boxes that contain the
formal mathematical definitions of Markov chain foundations including discrete-time Markov
chain, classified states and the classified discrete-time Markov chain. The second step is to
formally express the system properties, which are given as a set of characteristics (system
behaviors), as higher-order logic goals utilizing the formal system model developed in the first
step. For the formal verification of system properties (proving these goals), the pre-verified
general Markov chain properties (shown in the boxes colored as light brown), including
the joint probability theorem, Chapman-Kolmogorov Equation, Absolute probability and
the stationary properties, play a vital role and tend to minimize the user guidance efforts
in the interactive proofs. Finally, the output of the theorem prover in this framework is
the formal proofs of system properties, which is represented by the rectangular box with
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dashed edges. The output certifies that the given system specifications are valid for the
given Markovian system. In a similar way, the behavior of a discrete Markov chain can also
be expressed in terms of the DTMC and classified DTMC and then their properties can be
verified by building upon the existing properties of DTMCs, classified DTMCs or any other
existing DTMC extensions. Once a DTMC extension is verified, it becomes part of the core
formalization and can be used to formally analyze real-world systems.

In order to illustrate the usefulness of the proposed methodology, we first verify two
discrete-time random processes with discrete state-space, i.e., the discrete-time birth-death
process, which is the fundamental of a queue model applied in various telecommunication
systems and the classical result that a random walk [I4] is an Independent and Identically
Distributed (IID) random process. Besides extending the capability of formal analysis of
Markovian models, these formalizations also demonstrate the integrity and completeness of
our formal definitions. Moreover, we utilize the proposed framework to analyze two software
engineering applications, i.e., a simple program and a data-structure.

The rest of this paper is organized as follows. Section |2 presents a brief overview about
existing related work. In Section [3] we provide some preliminary information about the
probability and Markov chain theories that are required to understand the formalization
described in the rest of the paper. We describe the formalization of discrete-time Markov
chain and classified DTMCs in Section Bl The formalizations of discrete-time Birth-Death
Chain model and the discrete IID random process are described in Section[5l The illustrative
applications are given in Section [0} Finally, Section [7] concludes the paper.

2 Related Work

Markov Analyzers, such as MARCA [41] and DNAmaca [28], which contain numerous ma-
trix manipulation and numerical solution procedures, are powerful autonomous tools for
analyzing large-scale Markovian models. Many reliability evaluation software tools, such as
Moébius [45] and SHARPE [53], integrate simulation and numerical analyzers for modeling
and analyzing the reliability, maintainability or safety of systems using Markov methods,
which offer simplistic modeling approaches and are more flexible compared to traditional
approaches, e.g., Fault Tree [26]. Some prevalent software tools for evaluating performance,
e.g., MACOM [51] and HYDRA [11], take the advantages of a popular Markovian algebra,
i.e., PEPA [48], to model systems and efficiently compute passage time densities and quan-
tities in large-scale Markov chains. Although these software packages can be successfully
applied to analyze large scale Markovian models, the results cannot be guaranteed to be
accurate because the underlying iterative methods [54] are not 100% precise.

Another technique, Stochastic Petri Nets (SPN) [17], has been found as a powerful
method for modeling and analyzing Markovian systems because it allows local state modeling
instead of global modeling. SPNs are utilized to model the stochastic systems and offer the
capability of analyzing large and complex models. The Markov chain of a SPN is modeled



by means of a reachability graph [30]. The prevailing software tools of stochastic petri nets
are SPNP [6] and GreatSPN [16]. These tools can model, validate, and evaluate distributed
systems and analyze the dynamic events of the models by means of embedded Markov chain
theory. For example, the quantitative analysis of Generalized Stochastic Petri Nets (GSPNs)
[18] mainly depends on a Markovian solution, in which the models are described as semi-
Markov processes in order to calculate the steady state distributions of stochastic systems.
The calculations are based on numerical methods, which is the main limiting factor of the
application of SPN for analyzing safety-critical system models. Another key limiting factor
of the application of SPN models using this approach is the complexity of their analysis.

Probabilistic model checking tools, such as PRISM [50], VESTA [52] and Ymer [59],
provide precise system analysis by modeling the stochastic behaviors, including its random
components, using probabilistic state machines and exhaustively verifying their probabilistic
properties. However, these tools use numerical methods for calculating probabilities and suf-
fer from the inherent state-space explosion problems. Moreover, model checking tools cannot
be used to verify generic expressions involving universally quantified continuous variables,
which are frequently encountered in Markovian systems.

Higher-order-logic theorem proving is capable of overcoming the above-mentioned in-
accuracy limitations. The foremost requirement of using theorem proving for analyzing
Markovian models is the higher-order-logic formalization of the probability theory. Hurd
[25] formalized a measure space as a pair (X, x) in HOL. The sample space, on which this
pair is defined, is implied from the higher-order-logic definitions to be equal to the universal
set of the appropriate data-type. Building upon the formalization of measure space, the
probability space was also defined in HOL as a pair (£,P), where the domain of P is the set
&, which is a set of subsets of infinite Boolean sequences B>. Both P and £ are defined using
the Carathéodory’s Extension theorem, which ensures that £ is a o-algebra: closed under
complements and countable unions. As a consequence, the space is implicitly a universal
set. This fact limits its scope considerably.

Later, Coble [7] formalized the measure space as the triple (X, ¥, u), which allows to
define an arbitrary space X and overcomes the disadvantage of Hurd’s work. Coble’s prob-
ability theory is built upon finitely-valued (standard real numbers) measures and functions.
Specifically, the Borel sigma algebra cannot be defined on open sets and this constrains the
verification of some applications.

More recently, Mhamdi [43] improved the development based on the axiomatic definition
of probability proposed by Kolmogorov [29]. Mhamdi’s theory provides a mathematical
consistent for assigning and deducing probabilities of events. Holzl [23] has also formalized
three chapters of measure theory in Isabelle/HOL. However, this progressing work lacks
Radon Nikodym derivative which is mainly used in analyzing expectation properties and it
does not support signed measures or functions taking negative values. Affeldt [1] formalized
some probability theory in Coq [9], with the main motivation of mechanizing the proof of
Shannon’s source coding and channel theorems.



The first formalization of time-homogeneous DTMC with finite state-space [36] was based
on Hurd’s formalization of probability theory [25]. However, the definition of DTMC is not
general enough due to the above-mentioned limitations of the probability theory formaliza-
tion [25] and the verified theorems are not rich enough to deal with various DTMC models.
Our work, in this paper, mainly utilizes the most recent and general formalization of prob-
ability theory [44] and all the formalizations of discrete-time Markov chain are done using
the theorem prover HOL4 [15].

Recently, the Isabelle/HOL theorem prover has also been used for the formalization
of a time-homogeneous Markov chain [24] based on the corresponding probability theory
formalization [23]. The aim of this work was to verify Probabilistic Computation Tree Logic
(PCTL) in probabilistic model checkers, hence, to the best of our knowledge, a generalized
formalization of DTMC theory has not been provided. Furthermore, this work has not been
used for formalizing time-inhomogeneous Markov chains, which we tackle in the current

paper.

3 Probability Theory in HOL4

In this section, we present an overview of the probability theory and the higher-order-logic
formalizations of probability theory in HOL. Our formalization of DTMC is based on this
work so it is a prerequisite to understand some of its technical details.

Mathematically, a measure space is defined as a triple (2, %, i), where Q is a set, called
the sample space, ¥ represents a o-algebra of subsets of 2, where the subsets are usually
referred to as measurable sets, and pu is a measure with domain X. A probability space is a
measure space (2, X, Pr) such that the measure, referred to as the probability and denoted
by Pr, of the sample space is 1.

In probability and statistical theory, an essential concept is random variable, which is a
function from a probability to a measurable space. A measurable space refers to a pair (5, %),
where S denotes a set and X represents a nonempty collection of subsets of S. Especially, if
the set S is a discrete set, which contains only isolated elements, then this random variable
is called a discrete random wvariable. The probability that a discrete random variable X is
exactly equal to some value ¢ is defined as the probability mass function (PMF) and it is
mathematically expressed as Pr(X = 1).

Random process, which denotes a collection of random variables X; (¢ € T'), is another
widely used concept in probability theory. If the indices () of the random variables X, are
real numbers, then this random process is a continuous-time random process. If the indices
(t) of the random variables X; are natural numbers, then it is a discrete-time random process.

One of the crucial concepts in the random process study is the conditional probability,
which basically reflects the dependency between the events which happen at different times
in a process. The formal definition of conditional probability in HOL can be found in [22],
which is based on Hurd’s work [25]. In order to make use of the most advanced probability



theory in our work, we improved the formalization of conditional probability as:

Definition 3.1 (Conditional Probability)

The conditional probability of the event A given the occurrence of the event B, when the
probability of the occurrence of the event B is greater than 0, is

Pr(A|B) = Pr(AnN B)/Pr(B)
=V A B. condprob p AB = probp (AN B) / probpB

where cond_prob represents the conditional probability, and prob denotes the probability.
They are different functions of probability space p in HOL. In this paper, we utilize the
symbol PP to denote both the HOL function cond_prob p and the function prob p in HOL
code and the argument of P would clarify if we want to use it in the context of cond _prob
or prob.

In order to facilitate the formalization of DTMC, we verified various classical properties
of conditional probability based on Definition Some of the prominent ones are listed
below:

Pr(AN B) = Pr(A|B)Pr(B) (1a)
Pr(A) = ZPr(BZ-)P(A\Bi) (1b)
Pr(A) = ZPT(A)PT(BAA) (1c)

> Pr(BiA) =1 (1d)

where A, B and C' are events in an event space, and the finite events set {B;};cq contains
mutually exclusive and exhaustive events. The first theorem is based on Definition The
second one is the Total Probability Theorem and the third one is a lemma of the Total
Probability Theorem. The last theorem is the Additivity Theorem.

A random variable is formally defined (formalized) as a measurable function X between
a probability space p and a measurable space s. It is written as random_variable X p s
in HOL. The definition of random variables is general enough to formalize both discrete
and continuous random variables. Now, utilizing the formalization of random variables, the
random process {X;}+>o can be easily written in HOL as Vt.random variable (X t) p s.

4 Formalization of DTMCs and Classified DTMCs

In this section, we describe the formalization of discrete-time Markov chain and the formal
verification of some of its most important properties.
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4.1 Formalization of DTMCs

Given a probability space, a stochastic process {X; : @ — S} is a sequence of random
variables X, where ¢ represents the time that can be discrete (represented by non-negative
integers) or continuous (represented by real numbers) [3]. The set of values taken by each
X;, commonly called states, is referred to as the state-space. The sample space €2 of the
process consists of all the possible state sequences based on a given state-space S. Now,
based on these definitions, a Markov process can be defined as a stochastic process with
Markov property [5]. If a Markov process has finite or countably infinite state-space €2, then
it is called a Markov chain and satisfies the following Markov property: For 0 <t, < --- <
t, and fo, ---, fne1 in the state-space, then:

PT{th+1 - fn+1|th - fn; LR aXto = fO} = PT{thJrl = fn+1|th = fn} (2>

where f,, 11 represents the future state, f,, denotes the current state and fj refers to the initial
state. ty --- t, indicates a consecutive time sequence, which can have values like t; = 0,
ty=1,---,t,=norty=1,t =3, ---, t, =n+ 2. This equation describes the important
property of a discrete-time Markov chain (DTMC): the future state only depends on the
current state and is independent of all the other past states.

In a DTMC, the space of its states fy, ---, f,+1 can be finite or infinite. In this paper,
we mainly focus on the DTMC with a finite state-space, which is the fundamental of Markov
chain theory. A DTMC with finite state- space is usually expressed by specifying: an initial
distribution py which gives the probability of initial occurrence Pr(Xy = s) = po(s) for every
state; and transition probabilities p;;(¢) which give the probability of going from i to j for
every pair of states i, j in the state-space [46], at time t.

For states i,7 and a time ¢, the transition probability p;;(t) is defined as Pr{X;;; =
J|IX: =i}, which can be easily generalized to n-step transition probability.

0 ifi#£j
(n) e n=>0
Pi; (t> = 1 ifi=y (3>

PT{Xt+n = ]|Xt = Z} n>0

In analyzing the stationary behaviors of Markovian models, it is quite common to cat-
egorize Markov chains into different classes depending on the properties exhibited by their
states [3]. Some commonly used classes include reducible, irreducible, periodic, aperiodic,
reqular and absorbing Markov chains. Classified Markov chains are very useful for the dy-
namic analysis of systems as their properties allow us to judge long-term characteristics of
Markovain systems, such as if a system will re-visit a particular state or to determine the
time of the first visit to a state. Some of the widely used application areas of classified
Markov chains are reliability analysis, performance analysis and validation of models.

Now the Markov property, given in Equation , can be formalized as follows:



Definition 4.1 (Markov Property)

VY Xps. mcproperty X ps =
(V t. random variable (X t) p s) A
V f t n. increasingseq t A
P(Mecpnyfx | Xt x = £ k}) # 0 =
(PUxIX tyrs x=f (o + D}H{xIX t, x = £ n} N
ﬂke [o,nfﬂ{xlx te x = £ k}) =
PUxIX taps x = f (m + D}I{xIX t, x = £ n}))

where increasing seq tisdefinedasV i j. 1 < j = t i < t j, thus formalizing the
notion of increasing sequence, which denotes the time indices. The first conjunct indicates
that the Markov property is based on a random process {X; : 2 — S}. The quantified
variable X represents a function of the random variables associated with time t which has
the type num. This ensures that the process is a discrete time random process. The random
variables in this process are the functions built on the probability space p and a measurable
space s.

We also have to explicitly mention all the usually implicit assumptions stating that the
states belong to the considered space. The assumption P((\,c.{x | X k x = £ k}) # 0
ensures that the corresponding conditional probabilities are well-defined, where £ k returns
the k' element of the state sequence. In fact, the assumption (g [O,nfl]{x | X tx x =
f k}) # 0 ensures that the corresponding conditional probabilities are well-defined, i.e.,

prob p (e pnyix | X tx x = £ k}) # 0

The term x € p_space p ensures that x is in the samples space in the considered prob-
ability space p_space p.

Another important concept in DTMC is the transition probability corresponding to the
expression in Equation . The transition probability is formalized as a predicate in HOL
as follows:

Definition 4.2 (Transition Probability)

FVXpstnij. TransXpstniijs=
if i € space s A j € space s then
if n = 0 then
if (i = j) then 1
else O
else
PH{x | X (¢t +n) x=j}{x | Xtx=1i})
else O
It is easy to understand that the probability of an event is zero, when this event is not in
the event space. For instance, ¢ is not in the state-space implies that event {X; =i} = 0.
In this case, the conditional probability related to an empty set is zero.
Now, the discrete-time Markov chain (DTMC) can be formalized as follows:
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Definition 4.3 (Discrete-Time Markov Chain)

FV Xps popij- dtmc X p s po =

mc property X p s A (Vi. i € space s ={i} € subsets s) A

(Vi. i € space s = (ppi=P{x | X0x=1})) A

(vtij. P{xlXtx=1i} #0 = (p;j3t i j=Trans Xpst1i j))

where the first three variables are inherited from Definition .1}, po and p;; refer to the func-
tions expressing the given initial status and transition matrix associated with this random
process, respectively. The first condition in this definition describes the Markov property
presented in Definition and the second one ensures the events associated with the state-
space (space s) are discrete in the event space (subsets s), which is a discrete space. The
last two conditions assign the functions po and p;; to initial distributions and transition
probabilities.

It is important to note that X is polymorphic, i.e., it is not assigned to a particular data
type, which is a very useful feature of our definition.

In Definition [4.3] if the function p;; depends on t, then this discrete-time Markov chain
is referred to as the time-inhomogeneous Markov chain. However, most of the applications
actually make use of time-homogenous DTMCs, i.e., DTMCs with finite state-space and
time-independent transition probabilities [2]. The time-homogenous property refers to the
time invariant feature of a random process. Thus, the one-step transition probability of the
random process can be simplified as p;; = Pr{X,y1 = j|X; =i} = p;;(¢), based on Equation
. Now, the time-homogenous DTMC with finite state-space can be formalized as:

Definition 4.4 (Time homogeneous DTMC)

FV Xps po pij- thdtmc X p s po pij =

dtmc X p s po pij A FINITE (space s) A

Vtij. PlxlXtx=1i} #0AP{x | X (t+1) x=1i} # 0 =
(Trans X ps (t +1) 1 i j=Trans X pst1lij)

where the first and second conjuncts constraint this time-homogeneous DTMC to be a
discrete-time Markov chain with the finite state-space, the last condition expresses the time-
homogeneous property: V t t'. p;;(t) = p;;(t') and thus p;;(¢) is simply written as p;; in the
rest of this paper.

It is often the case that we are interested in the probability of some specific states as time
tends to infinity under certain conditions. This is the main reason why stationary behaviors
of stochastic processes are frequently analyzed in engineering and scientific domains. There
is no exception for DTMCs.

Let {X;}+>0 be a Markov chain having state-space 2 and transition probabilities {p;; }: jeq-
If w(i), ¢ € Q, are nonnegative numbers summing to one, then for all j, j € Q, 7(j) =
Y icqT(i)pi; is called a stationary distribution. The corresponding HOL definition is as
follows.

11



Definition 4.5 (Stationary Distribution)

F VEf X p s. stationarydist f X p s =
(SIGMA (Xk. £ k) (space s) = 1) A
Vi. i € space s =
0<f i A (Vt. f i = SIGMA (Ak. f k *x Trans X p s t 1 k i) (space s))

4.2 Verification of DTMC Properties

The joint probability distribution of a DTMC is the probability of a chain of states to occur.
It is very useful in analyzing multi-stage experiments. In addition, this concept is the basis
for the frequently used joint probability generating functions.

Theorem 4.1 (Joint Probability Distribution)

A joint probability distribution of n discrete random variables Xy, ... X, in a finite
DTMC {X;}i>0 satisfies:

Pr(X; = Lo, Xetn = Ln) = [[1Zg Pr(Xesxsr = L[ Xow = L) Pr(X, = Lo)

FVXpspLpopijn. dtmc X p s po pij =
P(Mp—o{x | X (¢t + k) x = EL k L}) =
PROD (0, n - 1) (Ak. P({x | X (¢t +k + 1) x = EL (k + 1) L}|
{xIX (¢t + k) x = EL k L})
P{x | Xt x=ELOL})

The proof of Theorem [4.1]is based on induction on the variable n, Definition [4.3] and some
arithmetic reasoning.

The Chapman-Kolmogorov equation [3] is a widely used property of time homogeneous
DTMCs. It basically gives the probability of going from state i to j in m+n steps. Assuming
the first m steps take the system from state ¢ to some intermediate state k and the remaining
n steps then take the system from state k to j, we can obtain the desired probability by
adding the probabilities associated with all the intermediate steps.

Theorem 4.2 (Chapman-Kolmogorov Equation)

For a finite time homogeneous DTMC {X;}i>0, its transition probabilities satisfy the
Chapman-Kolmogorov Equation

(m+n) (m),_(n)
Di; = EkeQ DPi "Dy

FVXpsijtmnp p;j. thdtmec X p s po pij =
Trans X pst (m+mn) i j=
SIGMA (Ak. Trans X pstmik* Trans X p s tn k j) (space s)

12



The proof of Theorem again involves induction on the variables m and n and both of
the base and step cases are discharged using the following lemma:

Lemma 4.1 (Multistep Transition Probability)

FVXpsijtmpo pij- thdtmc X p s po pij =
Trans X pst (m+ 1) ij=
SIGMA (M\k. Trans X pst 1k j* Trans X pstmik) (space s)

The proof of Lemma is primarily based on Definitions and and the additivity
property of probabilities.

The unconditional probabilities associated with a Markov chain are called absolute prob-
abilities, which can be computed by applying the initial distributions and n-step transition
probabilities. From now on, we write pgn) for the probability Pr(X, = 7). We then have the
following result:

Theorem 4.3 (Absolute Probability)

In a finite time homogeneous DTMC, the absolute probabilities pg.n) satisfy

p§‘n) =Pr(X,=1J) = 2 peq Pr(Xo = k)Pr(X, = j|Xo = k)

FVXps jnpo pij- thdtmc X p s po pij =
P{x | Xnx-=j}=
SIGMA (Ak. P{xIX 0 x = k}P({xIX n x = j}I{x|X 0 s = k})) (space s)

The proof of Theorem is based on the Total Probability theorem (in Equation [1) along
with some basic arithmetic and probability theoretic reasoning.

The main challenge of the work in this section is to describe the property of a DTMC
using the predicates in higher-order logic.

4.3 Formalization of Classified DTMCs

In this section, the formalization of classified DTMCs will be introduced. We first formalize
some foundational notions of classified states, which are categorized based on reachability,
periodicity or absorbing features. Then, these results along with our formal definition of
a DTMC are used to formalize classified Markov chains, such as aperiodic and irreducible
DTMCs.

The foremost concept of states classification is the first passage time 7;, or the first hitting
time, which is defined as the minimum time required to reach a state j from the initial state
i

7 =min{t > 0: X, = j}.

The first passage time can be defined in HOL as:
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Definition 4.6 (First Passage Time)

FVXxj. FPTXx j=MINSET {t [0 <t A (Xtx=3j}

where X is a random process and x is a sample in the probability space associated with the
random variable X;. Note that the first passage time is also a random variable.

The conditional distribution of 7; defined as the probability of the events starting from
state ¢ and visiting state j at time n is expressed as fi(j”) = Pr{r; = n|Xy, = i}. This
definition can be formalized in HOL as follows:

Definition 4.7 (Probability of First Passage Events)
FYXpijn fXpijn=P{x|FPTXxj=n}l{x]|X0x=1i})

Another important notion, denoted as f;;, is the probability of the events starting from state
i and visiting state j at all times n, is expressed as fi; = > i(f). It can be expressed in
HOLas (An. f X p i j n) sums f;;. Thus f;; provides the probability of events starting
from state j and eventually returning back to j. If f;; = 1, then the mean return time of
state j is defined as p; = > 07 n fj(f) The existence of this infinite summation can be
specified as summmable (An. n *x £ X p j j n) in HOL.

A state j in a DTMC {X;}>0 is called a transient state if f;; < 1, and a persistent state
if f;; = 1. If the mean return time 1, of a persistent state j is finite, then j is said to be
the persistent nonnull state (or positive persistent state). Similarly, if p1; is infinite, then j
is termed as the persistent null state.

The Greatest Common Divisor (GCD) of a set is a frequently used mathematical concept
in defining classified states. We formalize the GCD of a set as follows:

Definition 4.8 (The GCD of a Set)

F V A. GCD_SET A = MAXSET {r|Vx. x € A = divides r x}

where MAXSET is a function in the Set Theory of HOL4 such that MAXSET s defines the

maximum element in the set s. A period of a state j is any n such that p(-?) is greater than

J
0 and we write d; = GCD {n : pﬁ-?) > 0} as the GCD of the set of all periods. If the period
of a state is 1, then this state is called aperiodic state.

A state i is said to be accessible from a state j (written i — 7), if there exists a nonzero
n-step transition probability of the events from state i to j. Two states ¢ and j are called
communicating states (written ¢ <> j) if they are mutually accessible. A state j is an
absorbing state if the one-step transition probability p;; = 1. The formalization of some
other foundational notions of the classified states is given in Table [1}

We build upon the above mentioned definitions to formalize classified DTMCs. Usually,
a DTMC is said to be irreducible if every state in its state-space can be reached from any
other state including itself in finite steps.

14



Table 1: Formalization of Classified States

Definition Condition HOL Formalization

Transient State fi; <1 =V Xpj. Transient.state X p j =
V. {t|0<tAXtx=3}#0A
3s. s<1AOAn. fXpjjn) sums s)

Persistent State fii =1 'V Xp j. Persistent state X p j =
Vz., {t|0<tAXtx=30}#0A
(An. fXpjjmn) sums 1

fij =1

Persistent Nonnull State [j < 00 FV Xpj. Nonnull state X p j =

Persistent_state X p j A
summable (An. n * f X p j j n)

]
Persistent Null State /Jj S FVXpj. Nullstate Xp j =
I Persistent_state X p j A
~summable (An. nxf X p j j n)
Periods of a Stat 0<n FVYXps j. Periodset Xps j=
eriods of a State oo
0 <pl ] 0<nAVt. 0<Trans Xpstnjj}
' d; FVXps j. Period Xps j=
GCD of a Period Set GCD_SET (Period_set X p s j)
Periodic State d;j >1 FVXps j. Periodic.state X p s j =
(1 < Period X p s j) A
(Period set X ps j # )
Lo FVY Xps j. Aperiodic.state X ps j =
Aperiodic State dj =1 (Period X p s j = 1) A
Period set X ps j # 0)
. . FVYXpsij. Accessibility Xps i j =
Accessibility L= Vt. 3n. 0<nAO< T Trans X pstni]j
.. . . FVXpsij. Communicating states X ps i j =
Communicating State i (Accessibility X p s i §) A
(Accessibility X p s j 1)
) FVXps j. Absorbing states X ps j =
Absorbing State pjj =1 (Trans X pst1jj=1)
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Definition 4.9 (Irreducible DTMC)

FV Xps po pij- Irreduciblemc X p s py pij =
th.dtmc X p s pg pi; N
(Vi j. i € space s A j € space s = Communicating states X p s i j)

where th_dtmc represents the time-homogeneous Markov chain, defined in Definition [4.4]
and the second conjunct expresses that all the states in the state-space can communicate
with each other.

If there exists a state in the state-space of a DTMC, which cannot reach some other
states, then this DTMC is called reducible.

Definition 4.10 (Reducible DTMC)

FV Xps pypij- Reduciblemc X p s py pij =
th.dtmc X p s po pij N
Ji j. 1 € space s A j € space s A ~Communicating states X p s i j

A DTMC is considered as aperiodic if every state in its state-space is an aperiodic state;
otherwise it is a periodic DTMC.

Definition 4.11 (Aperiodic DTMC)

FVYXpspo pij. Aperiodicmc X p s py pij =
th.dtmc X p s po pij A (Vi. i € space s = Aperiodic_state X p s i)

Definition 4.12 (Periodic DTMC)

'V Xps po pij.- Periodicmc X p s pg pij =
thdtmc X p s pp pij A (3 1. i € space s A Periodic_state X p s i)

If at least one absorbing state exists in a DTMC and it is possible to go to the absorbing
state from every non-absorbing state, then such a DTMC is named as an absorbing DTMC.

Definition 4.13 (Absorbing DTMC)

Y Xpspopi-
Absorbing mc X p s po pij =
th_dtmc X p s po pij N
31i. i € space s A Absorbing state X p s i A
(Y j. j € space s = Communicating state X p s i j)

Finally, if there exists some n such that pg-L) > ( for all states ¢ and j in a DTMC, then this
DTMC is defined as a regular DTMC.
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Definition 4.14 (Regular DTMC)

VYV Xps po pij-
Regular mc X p s pg pij =
th.dtmc X p s pp pij A In. Vi j. i € space s A j € space s =
Trans X pstnij >0

The main utility of the higher-order logic formalization of the classified Markov chains men-
tioned above is to formally specify and analyze the dynamic features of Markovian systems
within the sound environment of a theorem prover as will be demonstrated in Section [6] of
this paper.

4.4 Verification of Classified DTMC Properties

Among the classified DTMCs formalized in the previous section, aperiodic and irreducible
DTMCs are considered to be the most widely used ones in analyzing Markovian systems
because of their attractive stationary properties, i.e., their limit probability distributions are
independent of the initial distributions. For this reason, we now focus on the verification of
some key properties of aperiodic and irreducible DTMCs [19].

Theorem 4.4 (Closed Period Set)
In an aperiodic DTMC, the set of the times when state © has a non-null probability of being
wisited is closed under addition.

FVXps po pij i
Aperiodic DTMC X p s po pij A 1 € space s =
Va b. a € Periodset X p s i A b € Periodset Xps i =
(a + b) € Periodset X p s i

We verified the above theorem by using Theorem and some arithmetic and set theoretic
reasoning.

Another key property of an aperiodic DTMC states that the transition probability pz(»?)
is greater than zero, for all states ¢ and 7 in its state-space, after n steps. It is very useful in
analyzing the stability or reliability of many real-world systems.

Theorem 4.5 (Positive Return Probability)
For any state i in the finite state-space S of an aperiodic DTMC, there exists an N < oo
such that 0 < pl(f), foralln > N.

FYXpsopopis 1t.

Aperiodic DTMC X p s po pii A 1 € space s =
N. Vn. N<n=0<Trans Xpstnii
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The formal reasoning about the correctness of the above theorems involves Theorems
and and the following lemmas, along with some arithmetic reasoning and set theoretic
reasoning.

Lemma 4.2 (Positive Element in a Closed Set)
If an integer set S contains at least one nonzero element and S is closed under addition
and subtraction, then S = {kc;k € Z}, where ¢ is the least positive element of S.

F V s:int — bool.
s#0 AN (VWab. a€csAbes=(a+b)esA(a-b)es) =
0 < MINSET {rlo<r A r€s} A (s = {rl3k. 1 = k*MINSET {r | O<r A resll)

Lemma 4.3 (Linearity of Two Integer Sequences)

For a positive integer sequence ag, ay, as, - -+, ag, there exists an integer sequence ng, ny,
k .

Na, « -+, Ny, such that d =Y. n;a;, where d is the GCD of sequence ag, a1, as, - -+, a.

FV ak.

O<kAMWi.  i<k=0<ali)=>
(3n. GCDSET {a i | i € [0, k]} = SIGMA (A\n. n i * a i) [0, k])

Lemma 4.4 (Least Number)
If a set of positive integers A is nonlattice, i.e., its GCD is 1, and closed under addition,
then there exists an integer N < oo such thatn € A for all N < n.

FV (A:int — bool) a.
(A={ai |l O0<aiAié€UNIV(:num)}) A (GCDSET A = 1) A
(Vab. acA A beA = (a+b) € s) = (AN. {n | N < n} C A4

The proofs of Lemmas [4.2] and are based upon various summation properties of
integer sets. These properties are not available in the HOL libraries and thus had to be
verified as part of our development.

Theorem 4.6 (Existence of Positive Transition Probabilities)
For any aperiodic and irreducible DTMC with finite state-space S, there exists an N, for all
n > N, such that the n-step transition probability pg”) 1s non-zero, for all states 1 and jES.

FVXpspopi;ijt.
Aperiodic DTMC X p s po pij /A Irreducible DTMC X p s po pij N
i € space s A j € space s =
IN. V. N<n= 0<Trans X ps tni]j

We proceed with the proof of Theorem by performing case analysis on the equality of ¢
and j. The rest of the proof is primarily based on Theorems and Definition and
Lemmas [.3] and (1.4
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Theorem 4.7 (Existence of Long-run Transition Probabilities)
For any aperiodic and irreducible DTMC with finite state-space S and transition
probabilities p;;, there exists lim pgl), for all states i and j € S.

n—oo

FVXpsopopijijt.
Aperiodic DTMC X p s po pij A Irreducible DTMC X p s po pij =
Ju. (An. Trans X pstnij) —u

We first prove the monotonic properties of M and m7, which are the maximum and min-

imum values of the set {n < 1: pl(?)>()}, respectively. Then, the proof is completed by
verifying the convergence of the sequence (M} - m}) for all n by applying Theorem and
some properties of real sequences. It is important to note that we do not need to use the
assumption j € space s here, like all other theorems, as V n j. j ¢ space s = (pg-") = 0),
which in turn implies nhj& p§") =0 and nlgg(} pg;l) = 0. The long-run probability distributions
are often considered in the convergence analysis of random variables in stochastic systems.
It is not very easy to verify that the limit probability distribution of a certain state exists
in a generic non-trivial DTMC, because the computations required in such an analysis are
often tremendous. However, in the aperiodic and irreducible DTMCs, we can prove that all
states possess a limiting probability distribution, by the following two theorems.

Theorem 4.8 (Existence of Long-run Probability Distributions)
(n)

[

For any aperiodic and irreducible DTMC with finite state-space S, there exists lim p

n—oo

for any state i € S.

FVXpspopij i
Aperiodic DTMC X p s po pij A Irreducible DTMC X p s po pij =
Ju. (An. P{x | Xnx=1i}) - u

We used Theorems 4.3| and along with some properties of the limit of a sequence, to
prove this theorem in HOL.

Theorem 4.9 (Existence of Steady State Probability)

For every state © in an aperiodic and irreducible DTMC, lim pz(»n)
n—o0

1S a stationary

distribution.

FV Xps po pij-
Aperiodic DTMC X p s po pij /A Irreducible DTMC X p s po pij =
(stationary dist (Ai. lim (An. P{x | X n x =1i})) X p s)

The proof of Theorem [4.9] involves rewriting with Definition [4.5 and then splitting it into
the following three subgoals:
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Utilizing the probability bounds theorem, we can prove the first subgoal. The proof of the
second subgoal is primarily based on the additivity property of conditional probability [22].
Then the last subgoal can be proved by applying the linearity of limit of a sequence and the
linearity of real summation.

The major challenge of the work presented in this section, is to find a way to formally
verify the theorems in HOL4. Many detailed proof steps are not available in textbooks. The
proof scripts of all the theorems, presented in this section, contain about 8000 lines of HOL4
code and are available at [33]. These formally verified theorems facilitate the formal reasoning
about DTMC system properties that can be modeled using classified Markov chains. For
illustration purposes, we present a formalization of the Discrete-time Birth-Death process
and the Independent and Identical Distribution Process in the next section.

5 DTMC Extensions

In this section, we show how we can apply the DTMC and classified DTMC properties to
verify the discrete-time Birth-Death Process stationary features (such as limit probabilities
and stationary distributions) and how to use the formal definition of DTMC to validate that
a discrete-time IID random process with discrete state-space is a DTMC.

5.1 Discrete-time Birth-Death Process

Discrete-time Birth-Death process [56] is an important sub-class of Markov chains as it
involves a state-space with nonnegative integers. Its remarkable feature is that all one-step
transitions lead only to the nearest neighbor state. The discrete-time Birth-Death Processes
are mainly used in analyzing software stability, for example, verifying if a data structure will
have overflow problems.

The discrete-time Birth-Death Process, in which the states refer to the population, can
be described as a state diagram depicted in Figure
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In this diagram, the states 0, 1, ---, 4, --- are associated with the population. The
transition probabilities b; represent the probability of a birth when the population is 7, d;
denotes the probability of a death when the population becomes ¢, and a; refers to the
probability of the population in the state 7. Considering 0 < a; < 1,0 < b; < 1 and 0 < d;
< 1 (for all 7, 1 < i < n), the Birth-Death process described here is not a pure birth or pure
death process as the population is finite. Thus, the Birth-Death process can be modeled
as an aperiodic and irreducible DTMC [56]. In this DTMC model, a;, b; and d; should
satisfy the additivity of probability axiom [49]. Then, in this DTMC model, the amount of
population is greater than 1. Also, a;, b; and d; should satisfy the additivity of probability
axiom. Now, the discrete-time Birth-Death process can be formalized as:

Definition 5.1 (Transition Probability of Discrete-Time Birth_Death Process)

FVabdti]j.
DBLt abdt i j=

if (A =0) A (j =0) then a 0

else if (1 =0) A (j =1) thenb O
else if (0 < i) A (i-j=1) then d i
else if (0 < i) A (i = j) then a i
else if (0 < i) A (j-i=1) then b i
else 0;

This definition leads to the following formalization of the discrete-time Birth-Death process:

Definition 5.2 (Birth_Death Process Model)

FVXpabcdn po.
DBMODEL X pabdn pg =
Aperiodic MC X p ([0,n], POW [0,n]) po (DBLt a b d) A
Irreducible MC X p ([0O,n],POW [0,n])p, (DBLt a b d) A
1<nA(@O0+b0=1) A
Vj. 0<jAj<n=(aj+bj+dj=1)A
VMj. j<n=0<ajA0<bjAO0<dj

In this definition, this process is formally described as an aperiodic and irreducible DTM-
C, in which the state-space is expressed as a pair ([0, n], POW [0,n]). The set [0, n]
represents the population and POW [0,n] is the sigma-algebra of the set [0, n]. Since the
aperiodic and irreducible DTMC is independent of initial distribution, the parameter po in
this model is a general function. The other conjunctions shown in Definition are the re-
quirements described in the specification of the discrete-time Birth-Death process mentioned
above.

Now, we can prove that this discrete-time Birth-Death process has the limiting proba-
bilities.
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Theorem 5.1 (Birth-Death Process Exists Limit Probability)

FYXpabdn pe.
DBMODEL X pabdnp, = (Ju. P{x| Xtx=i} - w

This theorem can be verified by rewriting the goal with Definition and then applying
Theorem [4.8]

Now, we can prove that the limit probabilities are the stationary distributions and are
independent of the initial probability vector as the following theorem.

Theorem 5.2 (Birth-Death Process Exists Stationary Distribution)

FVXpabdn p.
DBMODEL X pabdn py, = (3 f. stationarydist p X f s)

We proved this theorem by first instantiating £ to be the limiting probabilities, 1im (At.
P{x | X t x = i}, and then by applying Theorem [.1]

The last two theorems verify that the Birth-Death process holds the steady-state proba-
bility vector V; = tli_>r£>1O P{X; = i}. The computation of the steady-state probability vector V;

is mainly based on the following two Equations and :

Vo = agVy + divq (4a)
v; = bi—1vi—1 + a;0; + dip Vi (4b)

Now, these two equations can be formally verified by the following two theorems.
Theorem 5.3 (First Steady-state Probability)

FVXpabdn po.

DB.MODEL X p a b d n py =

(lim (At. P{x | X t x = 0}) =

a 0xlim (AMt. P{x | Xtx=0}) +d1*1lim (AMt. P{x | X tx=1}))

The proof steps use Theorems (4.3 and [5.2]to simplify the main goal and the resulting subgoal
can be verified by applying the conditional probability additivity theorem, along with some
arithmetic reasoning.

Theorem 5.4 (General Steady-state Probability)

FYXpabdnipo.
DBMODEL X pabdnpo Ai+1€[0,n] Adi-1¢€[0,n] =
(lim (At. P{x | X t x = 1i}) = b (i-1) * lim (At. P{xIX t x = i-1}) +
aix*lim (At. P{x|X t x =1i}) +
d (i+1) * lim (At. P{x|X t x = i+1}))
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We proceed with the proof of this theorem by applying Theorems [4.3] [5.2] and the total
probability theorem along with some arithmetic reasoning.
The general solution of the linear Equations and are expressed as:

i+1 by s
Vi4+1 = H d. Vo (5&)
=1 3

1
n i+1 b (j—1)
> im0 Hj:l de

These two equations are the major targets of the long-term behavior analysis and can be
verified in HOL as the following two theorems:

(5b)

Vo =

Theorem 5.5 (Equation (5a))

FVXpabdnilLinit.
DBMODEL X p a b d n Linit A'i +1 € [0, n] =
(Qim (Mt. P{x | Xt x =1+ 1}) = 1lim (At. P{x | X t x = 0}) *
PROD (1, i + 1) (\j. “=U))
The proof of this theorem starts by induction on the variable n. The base case can be verified
by Theorem and some arithmetic reasoning. The proof of the step case is then completed
by applying a lemma that proves the following Equation @ based on the DB_MODEL, which
describes the discrete-time Birth-Death process model, of Definition [5.2}
bi
Vir1 = d_U/L'+1 <6>
i+1
The formal proof of Equation @ is mainly done by induction on the variable . The base
case is proved by applying Theorems [1.3] and as well as some arithmetic reasoning.
The proof of the step case is completed by using Theorem along with some arithmetic
reasoning.

Theorem 5.6 (Equation (5b))

FYXpabdnilLlinit.
DB.MODEL X p a b d n Linit A'i + 1 € [0, n] =

. _ _ 1
(lim (A t. P{x | X t x = 0}) STGMA (A PROD (1, i+1) (Aj. 2252) (0, n+1)

The proof of this theorem begins by rewriting the goal as 1im (A t. P{x | X t x = 0})

% SIGMA (M. PROD (1, i + 1) (. %)) (0, n + 1) = 1,
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Then we split the summation into two terms: Z—(l) and SIGMA (1, n+1) (X\i. PROD (1,

i+ 1) (g bjc'l—;l)) (0, n + 1). The proof is then concluded by applying Theorems
and and the probability additivity theorem and some real arithmetic reasoning.

After these theorems are verified, the limit probabilities of any state in this model can be
calculated by instantiating the parameter n and transition probabilities a, b and d. Thus, it
becomes unnecessary for the potential users to employ any numerical arithmetic to analyze
the long-term behaviors of this model. The solution, shown in Equations and ,
is mainly used to predict safety properties in the development of the population in a long
period, in various domains, such as statistics and biological.

Furthermore, when the birth-death coefficients are b; = X and d; = p (A and p are
constants) for all the i’s in the state-space, the model described in Definition represents
a classical M/M/1 queueing system [27] (in this case, the average inter arrival time becomes
1 and the average service time is l%) For this particular case, our formally verified theorems

)
can be directly applied for analyzing the ergodicity of M/M/1 queueing.

5.2 IID Random Process

In this section, we formally validate that an Independent and Identically Distributed (IID)
random process (model) is a DTMC.

In probability theory, a collection of random variables is called independent and identi-
cally distributed if all of the random variables have the same probability distribution and are
mutually independent [I0]. The /ID random process plays an important role in modelling
the repeated independent trials, such as Bernouli trails. In HOL, the IID random process
can be formally defined as:

Definition 5.3 (IID Random Process)

FpXs. widrppXs-=
V i. random_variable (X i) p s A FINITE (space s) A
(Vi. x € space s ={x} € subsets s) A
(Vi. i € space s = (ppi=P{x | X0x=1i})) A
V B st. (st C {(4,5)|1 € univ(:num) A {Bj} € subset s}) =
(P Vi) e {xI1X 1 x =B j} =PROD (A(i,j). P{xIX i x =B j} st) A
Vaij. P{xIXix=a}=PxIXjx=a}

where the first conjunction defines this random process as a collection of random variables
{X;} (i is a natural number), the second condition defines this random process on a finite
state-space, the third condition ensures the events associated with the state-space (space s)
are in the event space (subsets s), which is a discrete space, the next conjunctionVi. i €
space s = (po 1 = P{x | X 0 x = i}) defines a general initial distribution py for all the
states in the state-space space s. The last two conditions define the mutual independence
and identical distribution properties.
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It is important to note that the notion of mutual independence, also called stochastic
mutual independence, is different from mutually exclusive and pairwise independence [14].
It refers to the case when the random variables are measurable functions from the set of
possible outcomes z to an event set subsets s, where events are represented by F;, and the
random variables satisfy

Pr(Ep, - By) = ITiZg Pr(By) - Pr(Ey,).

Note that the events E; --- E;, do not have to be successive. Thus, in Definition [5.3]
a set st is defined as a subset of a pair set (i, j), {(i, j) | i € univ(inum) A {B j}
€ subset s}, in which the index of a random variable i can be any natural number, while
the event {B j} is in the event set subsets s.

The last condition P{x|X i x = a} = P{x|X j x = a} refers to the property that the
random variables in the process have an identical distribution for any event in the event set.

Now, we can prove that a discrete IID random process with finite space is a DTMC using
Definitions .3l and (.3 as follows.

Theorem 5.7 (A Finite Discrete IID Random Process is a DTMC)

FVYXpspo.
1drp X p s po =
dtmc X pspo (Mt ij. PHx | X (t+1)x=3}{x|Xtx=1i})

To prove that a finite discrete IID random process is a DTMC, we first have to prove

P{{x | X (t+1) x = j}I{x | X t x = i}) =
if i € space s A j € space s then
P({x | X (t+1) x = j}I{x | Xt x = i})

else O

and then have to prove the second condition in Markov Property (Definition . This step
can be executed for two cases: n = 0 and n > 0. The first case is to prove

P{xIX (t+1) x = f jH{xIX t x = f i}) = P({xIX (t+1) x = £ j})

which can be verified by applying the mutual independence property of Definition [5.3]
The second case can be verified by using some properties of product and the mutual inde-
pendence.

The verification of the above theorem is one of the prerequisites to formalize random walk
and gambler’s ruins, which are frequently applied in modelling many interesting systems,
such as behavioral ecology|8], financial status prediction (modelling the price of a fluctuating
stock as a random walk)[I3], etc. The proof of above theorem also means that our formal
definition of DTMC can be applied to validate DTMC models.
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6 Applications

In order to illustrate the usefulness of the developed Markov Chain formalization framework,
we present in this section the formal performance analysis of two software applications,
namely the formal analysis of a program performance and a data structure.

6.1 Formal Analysis of Program Performance

The basic architecture of a modern multi-processor based computer system can be illustrated
by Figure [3] Each processor in such a system is usually connected with a memory module
and several input/output (I/O) ports. Usually, a main program is designed to control the
requests from the devices connected to these I/O ports. Requests from various devices at
the end of a CPU burst are independent from the past behavior.

Consider a program that manages a CPU with n I/O devices. It is assumed that the
program will finish the execution phase at the end of a CPU burst with probability ¢, and
the probability of requests from the device connected with the 7" /0 is ¢;. Moreover, all
devices are assumed to be available, ie., 0 < ¢ < 1 (for i =0,1,---,n) and > ;¢ = 1,
where n is the number of the I/Os or the devices connected to the CPU. In [56], the behavior
of this program can be modeled as an aperiodic and irreducible discrete-time Markov chain,
which is shown in Figure [

From this diagram, we can obtain the transition probability matrix and formally express
it as a function in HOL as:

Q 1 42 Qn
1 0 O 0
P = ] ) : (7)
1 0 0
1 0 - 0 0
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Figure 4: A Discrete-Time Markov Chain Model of a Program

Definition 6.1 (Program Behavior Transition Probabilities)

FVqtij. pmatrix qt i j =
if (i = 0) then q j else if (j = 0) then 1 else O

In order to evaluate the performance of this program, we can prove some interesting
properties of this system. First of all, we verify that there exists a steady-state probability
for every state in the state-space. Then, we can prove that the steady-state vector satisfies

v; = vog; (for all j =1, 2, ---, m). Furthermore, the following two equations, which are
usually used to analyze the long-term behaviors of a multi-processor, can be verified:

1

Vo = 8

— (8)
4;

v = — 1 9

J 92 _ % ( )

which are the steady-state probabilities of visiting the CPU (corresponding to Equation (8]))
and different devices (corresponding to Equation (9)) in the system.
Now, we first define this model as a predicate in higher-order logic:

Definition 6.2 (Program Behavior Model)

FVXpqnpo. PROGRAMMODEL X p q n pg =
Aperiodic MC X p ([0,n], POW [0,n]) po (pmatrix q) A
Irreducible MC X p ([0,n],POW [0,n]) po (pmatrix q) A
(Vi. i€[0,n]=0 < qi Agqi< 1) A (SIGMA (A\i. q i) [0, n] = 1)

where the first and second assumptions describe that the program’s behavior can be modeled
as an aperiodic and irreducible DTMC and the last two conjuncts constraint the probabilities.
Then, we prove that there exists steady-state probabilities for all states in the state-

space:
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Theorem 6.1 (Existence of Steady-state Probabilities of All States)

VY Xpqnp,. PROGRAMMODEL X p q n pp A 0<n =
Vj. Fu. Ot. P{IXtx=j}) — w

The properties expressed using Equations and @ can be verified as the following two
theorems:

Theorem 6.2 (Steady-state Probabilities of Visiting the CPU)

FVXpqnpo. PROGRAMMODEL X p q n pp A 0<n =
, _ _ 1
(1im (\t. P{X|X t x = 0}) = m)
Theorem 6.3 (Steady-state Probabilities of Visiting the j* Devices)

FYXpqnp,. PROGRAMMODEL X p gqn po A O<n A j € [1, n] =

(lim (A\t. P{xIX t x = j}) = 5215

If we use probabilistic model checking to analyze the performance of this system, then
the steady-state probabilities of visiting each device can only be obtained by solving a group
of linear equations. Thus, if the system involves n devices, then the computations would
increase linearly. In the case of using simulation for analyzing this model, the final results
will be obtained as a vector including many zeroes, which are not accurate enough (an event
with very low probability will never be an impossible event). This is because if some ¢; (i
€ [0, n]) becomes very small (as the number of the devices increases) during the simulation
process, the accuracy of the calculations is constrained by the underlying algorithms and the
available computation resources.

As shown in Theorems 17 and 18, we were able to provide generic results. The HOL
code for the above verification comprises of only around 300 lines and the reasoning was
based on our foundational results, presented in the previous sections. Moreover, the verified
generic results largely reduce the computation time for obtaining steady-state probabilities
for the aperiodic and irreducible DTMCs. In fact, the steady-state probabilities computed
based on the previous two theorems can also be used to interpret the average visiting time,
for example, if the real-time interval is 7', then the average number of visits to device j will
be v, T [56] in the long run.

6.2 Formal Analysis of a Data Structure

In software engineering, resource usage is one of the major quality attributes of a software.
For example, the amount of memory consumptions by certain data structures, e.g., a linear
list, being manipulated in a program is usually of interest in evaluating the performance of
this program. The amount of the occupied memory units can be regarded as the population
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in a discrete-time Birth-Death process, where the insertion of a data corresponds to the birth
transmission, the release of a memory unit can be considered as the death transmission and
the access of a memory unit represents that the system stays in a state. Assuming that
this data structure in a program has a stable transition probability, which is independent of
time, then the state diagram for this data structure can be depicted as Figure |5, where the
transition probabilities are described as:

b; = P(“next operation is an insert” | “current i units of memory is occupied”)
d; = P(“next operation is a delete” | “current i units of memory is occupied”)

With the assumed stable transition probabilities, we have b; = b (i > 0) and d; = d
(¢ > 1) in the process. We are interested in learning the probabilities of an overflow and
underflow in a long run, which can be obtained by computing the steady state probabilities
of the full-size of the accessible memory units. Also, we can predict the probability that all
the usable memory units are released in a long-run. In order to formally reason about this
steady-state probability, we proceed by first formally describing the data structure behaviors
by instantiating the discrete-time birth-death process in higher-order logic.

Definition 6.3 (Transition Probability Functions)

FVd. rad= An. if n=0 then d else O0;
FVb. r» b= An. b;
FVd. rdd=Xn. d

Then the following model can be used to describe the behavior of this data structure:

Definition 6.4 (Data Structure Model)

FVXpbdmpy. DataStrucMODEL X p b dm py =
DB MODEL X p (ra d) (rb b) (rd d) m po

as a discrete-time birth-death process where b and d are the birth and death transition
probabilities, m denotes the amount of useable memory size, po is a general initial distribution.
Assuming that the potential number of the memory units (m) is very large (m > 0) for

allocation in this model and the parameters satisfy b < d, we can prove the existence of
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steady-state probabilities (v;, 1 < ) of this system by applying Theorem Then, using
Theorem [5.06] it is easy to verify the steady-state probability that all the memories are
released in the long-run, i.e, vo = limy_,o, Pr (X; = 0) is given by:

b
1—3

Vg = ————
O

and it is verified as the following theorem in HOL:
Theorem 6.4 (Steady-state Probability of All Memories Released)

FVXpdbmpy. DataStrucMODEL X pbdmpy, A b<dAO<m=

(lim (A t. P{x | Xt x =0}) = lj(_é%m)
d

The steady-state probability of ¢ memory units required in such a model is

which can be proved as the following theorem in HOL.

Theorem 6.5 (Steady-state Probability of i Memory Units Required)

FVYXpdbmp,. DataStrucMODEL X pbdmp, A b<dAO<mnm=
(lim (At P{x | Xt x=1i}) = (&) * 1im (At. P{x | X t x = 0}))
Then, the probability of an overflow is given by

b 1-%  amlx(d—b)
1 — (g)m—H T gmAl — pml

which means that all memory units available for allocation are used and the probability of
d™+1x(d—b)
bx(dmFT—pm+T)

a further insertion occurring in a long-run is This property can be proved in

a theorem as follows:

Theorem 6.6 (Overflow Probability)

FVXpdbmpg. DataStrucMODEL X pbdmpy, A b<dAO<m-=
m+1
(b * lim (\t. P{x | X t x = m}) = Sl

Similarly, the probability of underflow represents the probability that a delete operation
will occur when all available memory units are occupied and it is proved as:
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Theorem 6.7 (Underflow Probability)

FVXpdbmpg. DataStrucMODEL X pbdmpy, A b<dAO<m=

. b~ Lx(d—b
(lim (A t. P{x | th=0})=ﬁ)

Using simulation or probabilistic model checking to analyze this kind of data structure
model would involve an enormous amount of computation time and memory. It is also
obvious (from Theorem that the computation may encounter some errors, like dividing
by zero with an increase in the value of m (d and b are both between 0 and 1 and the
power of such a small positive number tends to zero). These features are unacceptable while
analyzing safety-critical systems. The proposed approach shows quite promising results in
this context as it is capable of overcoming the above mentioned limitations, with around 500
lines of HOL code to verify these interesting properties about the given data structure.

7 Conclusions

This paper presents a methodology to formally analyze Markovian systems based on the
formalization of DTMCs and classified DTMCs with finite state-space. Due to the inherent
soundness of theorem proving, our work guarantees to provide accurate results, which is a
very useful feature while analyzing stationary or long-run behaviors of a system associated
with safety or mission-critical systems. In order to illustrate the usefulness of the proposed
approach, we formalize the Discrete-time Birth-Death process and validate that a discrete
IID random process with finite state-space is a DTMC. Moreover, we use the definitions and
verified properties of classified DTMCs in analyzing the performance of a couple of software
applications, i.e., a program controlling the CPU interactions with its connected devices and
a data structure used in a program.

The paper provides a new method to formally analyze DTMCs with finite-state-space
and avoid the state-explosion problem or the unacceptable computation time issue which
are commonly encountered problems of model checking and simulation, respectively, for
analysing the stationary properties of a safety-critical system with a large number of states.
Hence, the presented work opens the door to a new and very promising research direction, i.e.,
integrating HOL theorem proving in the domain of analyzing DTMC systems and validating
DTMC models.

Our formalization of DTMCs can be built upon for formally verifying the properties
of time-inhomogeneous discrete-time Markov chains and Markov Decision Process (MDP),
which will enable us to formally analyze a wider range of systems. We also plan to build
upon the formalization of continuous random variables [21] and statistical properties [20]
to formalize Continuous-Time Markov Chains (CTMC) to be able to formally reason about
statistical characteristics of more complex Markovian models. Furthermore, our work can be
applied to validate/formalize various interesting random processes, such as random walk and
gambler’s ruins, which are widely used in diverse domains, i.e., biology[58], chemistry[57],
computer science[55], ecology[8], economics[13], physics[57], psychology[32], etc..
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