Formal Analysis of Soft Errors using Theorem Proving

Naeem Abbasi, Osman Hasan, and Sofiene Tahar

Department of Electrical and Computer Engineering,
Concordia University, Montreal, Canada
{n_ab,o0 hasan,tahar}@ece.concordia.ca

Technical Report
April, 2011

Abstract

Modeling and analysis of soft errors in electronic circuits has traditionally been done using computer
simulations. Computer simulations cannot guarantee correctness of analysis because they utilize approx-
imate real number representations and pseudo random numbers in the analysis and thus are not well
suited for analyzing safety-critical applications. In this paper, we present a computer assisted higher-
order logic theorem proving based method for modeling and analysis of soft errors in electronic circuits.
Our developed infrastructure includes formalized continuous random variable pairs, their CDF properties
and independent standard uniform and gaussian random variables. We illustrate the usefulness of our
approach by modeling and analyzing soft errors in commonly used dynamic random access memory sense

amplifier circuits.

1 Introduction

In many safety critical application, such as in avionics, electronic equipment operates in
harsh environments and experiences extreme temperatures and excessive doses of solar and
cosmic radiation. This can often result in changing the state of the charge storage nodes
in electronic circuits. Such abnormal changes in the states of storage nodes in electronic
circuits are called soft errors [15] and are usually caused by thermal noise or exposure to
radiation. These nonrecurrent and non permanent errors can cause an electronic system to
behave in an un predictable way. For example, such errors can cause electronic systems to
crash in an unrepeatable way making the task of system debugging practically impossible.
There are four commonly known causes of soft errors in logic and memory circuits: 1)
undesirable capacitive coupling of circuit elements [13], 2) circuit parameter fluctuations and
variations, 3) ionizing particle and EM radiation, and 4) built-in thermal, shot and 1/ f noise.



Good circuit design and layout techniques can be used to effectively eliminate soft errors
due to undesirable capacitive coupling and circuit parameter variations [4]. In order to deal
with the other two types of soft errors accurate analysis of the design is required [16, 15].

Soft error occurrence mechanism is random in nature and is usually analyzed using sim-
ulation based techniques such as Monte carlo simulation methods [17]. These techniques
tend to be inaccurate and slow and are unsatisfactory for safety critical applications. In this
paper, we apply the higher-order logic theorem proving method [5] to the problem of random
effect modeling and analysis in electronic circuits. An equivalence or an implication rela-
tion involving the electronic circuit model and its specification is formed and is then proved
using mathematical reasoning in the sound core of the HOL theorem prover. This method
utilizes formalized real numbers, real and random variables and alleviates the limitations of
the simulation based analysis technique.

Probabilistic analysis infrastructure has been developed in HOL during the last decade.
Hurd formalized discrete random variables having uniform, bernoulli, binomial, and geomet-
ric probability mass functions in the HOL theorem prover [11]. Hasan, building on Hurds
work, formalized continuous random variables with various distributions using inverse trans-
form method [6] and verified their probabilistic and statistical properties [7]. However, to the
best of our knowledge, the foremost foundations of soft error analysis of electronic circuits,
such as the formalization of continuous random variable pair, its classic CDF properties,
and the formalization of Gaussian random variable pair do not exist in open literature and
is presented for the very first time in this report.

The rest of the report is organized as follows: Section 2 presents our proposed mod-
eling and analysis method. Section 3 describes the formalization of continuous random
variable pair, verification of its classical properties, and formalization of standard Uniform
and Gaussian random variable pairs. Using the developed infrastructure, we describe an
accurate analysis of soft errors in the sense amplifier of dynamic random access memories in
Section 4. Finally, Section 5 concludes the report.

2 Proposed Methodology

Our proposed method is shown in Figure 1. We build on existing real number, transcendental
function, set, measure, and probability theories in the HOL theorem prover. Our developed
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infrastructure includes formalization of a continuous random variable pair using an approach
similar to [6]. We have formalized important notions of joint and marginal cumulative dis-
tribution functions and the independence of random variable pairs. In a typical analysis
using our proposed method, the design and the best, nominal and worst case specifications
are first expressed using higher-order logic. Uncertain design and operating environment be-
haviors can be accurately modeled using formalized random variables in higher-order logic.
Design uncertainties include noise and device model parameter variations. Realistic and ac-
curate operating environment uncertainties include effects such as variations in the operating
temperature, supply voltage, and varying doses of incident particle and electromagnetic radi-
ation. Finally, the analysis is carried out interactively in the sound core of the HOL theorem
prover and formal circuit and system analysis proofs are constructed.

3 Formalization of Pairs of Random Variables

We formalize a pair of Uniform continuous random variables as:

n—1
(lim (An. kHXlk hm (An. Z kHng)),

where (An. Z kHsz i € {1,2}, represents a discrete uniform random variable. The

HOL formahzatlon is given in Table III (row 1). The function std_unif disc is a standard
discrete uniform random variable in HOL. It takes two arguments, a natural number (n:num)
and an infinite sequence of random bits (s:num—bool). The higher-order logic functions
seven and sodd take a random boolean sequence s as input and return the even and odd
segments of the infinite boolean sequence, respectively. The function utilizes these two
arguments and returns a pair of type (real, num—bool). The real value corresponds to the
value of the random variable and the second element in the pair is the unused portion of
the infinite boolean sequence. The function fst takes a pair as input and returns the first
element of the pair, and the function 1im P in HOL is the formalization of the limit of a real
sequence P.

We also formalize important concepts of Joint and Marginal Cumulative Distribution
Functions and the Independence of a pair of random variables. Our formalization of these
concepts is based on [14].

3.1 Verification of CDF Properties of CRV Pairs

We have also verified the classical CDF properties of pairs of continuous random variables.
In the following, we list the mathematical description as well as the HOL formalization.

3.2 Formal Specification of CDF of Pairs of Random Variables

The Joint CDF Function
Definition 2 describes the HOL formalization of the joint CDF of a pair of random variables
mathematically expressed as: (Fx, x, = P(X1 <21 A X2 < 29)).

Definition 2: Joint CDF of a Pair of Random Variables
VX1 X2 x1 x2. joint_cdf X1 X2 x1 x2 =
prob bern {s | (X1 s < x1) A (X2 s < x2)}
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where X1 and X2 are the first and second element of the random variable pair and x1 and
x2 are two real numbers.
Marginal CDF Function
The marginal CDF functions of a pair of random variables (X7, X9) is defined as:
FXl(ZE1> = x%lgéo FXLXQ(:L‘L :E2)= P (X1§x1) and FXQ(IQ) = x%gnoo FXLXQ(xl, :L‘2) =P (X2§X2) .

The HOL formalization of the marginal CDF functions is given in Definition 3.

Definition 3: Joint CDF of a Pair of Random Variables
FV X1 X2 x1. marginal cdf x1 X1 X2 x1 =

lim (An. prob bern {s| (X1 s) < x1 A (X2 s) < (&n))})
VX1 X2 x2. marginal_cdf x2 X1 X2 x2 =

lim (An. prob bern {s| (X1 s) < (&n) A (X2 8) < x2)})

The HOL functionlim P in Definition 3 represents the limit of a real sequence P.

3.3 Formal Verification of CDF Properties of Pairs of Random Variables

Using the formal specification of the CDF function for a pair of random variables, we have
formally verified the classical properties of the CDF of a pair of random variables.

These properties are verified under the assumption that the set {s | R s x}, where R
represents a pair of random variables under consideration, is measurable for all values of
the pair. The formal proofs for these properties confirm our formalized specifications of the
CDF of a pair of random variables.

CDF Bounds

0 < Fx, x,(z1,72) <1

For any pair of real numbers x1 and x2, this property immediately follows as the joint
CDF function is defined as a probability.

Theorem: 1 CDF Bounded
F VX1 X2 x1 x2.
CDF_pair_in_events_bern X1 X2 x1 x2 =
((0 < joint_cdf X1 X2 x1 x2) A (joint_cdf X1 X2 x1 x2 < 1))

CDF is a Monotonic and Non-decreasing Function
This property can be mathematically stated as:

Fx, x,(a,c) < Fx, x,(b,d) for all a,b,c and d, such that a < b and ¢ < d

The assumption CDF_pair_in events_bern X1 X2 x1 x2 states that the events of the
form {s | X1 s < x1 A X2 s < x2} are measurable.

Theorem: 2 The joint CDF of a pair is a Monotonic and Non-decreasing Function
FVabcd. (a<b) A(c<d A
(Vx1 x2. CDF_pair_in_events_bern X1 X2 x1 x2) =
( (joint_cdf X1 X2 a ¢ < joint_cdf X1 X2 b c) A
(joint_cdf X1 X2 b ¢ < joint cdf X1 X2 b d) )

This property formally states that the joint CDF function is a monotonic and non-
decreasing function in each variable, respectively. The proof of Theorem 2 relies on the
proofs of Lemmas 1 and 2. We first describe the proofs of these two Lemmas.



Lemma: 1 Joint CDF is Monotonic and Non-decreasing in first variable of the Pair
FVabec. (a<b) A
(Vx1 x2. CDF_pair_in_events_bern X1 X2 x1 x2) =
(joint_cdf X1 X2 a ¢ < joint_cdf X1 X2 b c)

The proof of Lemma 1 is based on the fact that { s | X1 s < b A X2 s < d} ={ s
| X1 s <bAX2s<clU{s|Xs<bAc<ZX2s <d} wheretheeventson
the right hand side are mutually exclusive. Then using the additive property of probability
theory which states that for all sets A and B, that are disjoint, the probability of the union
of events is equal to the sum of probabilities (VA B. AN B =0 = P(A U B) = P(A) +
P(B)), verified in [11], we show that:

P{s | X1 s <bAX2s<d}=P{s | X1s<bAX2s<c} +P{s | Xls
<bAc<X2s <d}
since 0 < P{s | Xls<bAc<IX2s <d} <1 because it is a probability mea-
sure of a measurable event. It then follows from Theorem 1 that:

P{s | X1 s<bAc<X2s<d}<P{s]|Xs<bAX2s <d}
which concludes the proof of Lemma 1.

Lemma: 2 Joint CDF is Monotonic and Non-decreasing in second variable of the Pair
FVacd. (c <d A
(Vx1 x2. CDF_pair_in_events_bern X1 X2 x1 x2) =
(joint_cdf X1 X2 a ¢ < joint_cdf X1 X2 a d)

The proof steps for Lemma 2 are very similar to the ones used for Lemma 1. Both of
these lemmas lead to the formal verification of Theorem 2.
CDF Pair Interval Property
If a, b, c, and d are real numbers with a < b, and ¢ < d, then the probability of an
interval event of a pair of random variables is given by P(a < X1 < b, ¢ < X2 < 4) =
Fx1x2(,d) - Fxix2(b,c) - Fxqx2(a,d) + Fxj x2(a,c). The property is formally
stated in Theorem 3.

Theorem: 3 CDF Pair Useful Interval Property
FYabcd. (a<b A(c<d A

{s | X1 s<aAc<X2s AX2s < d} IN events bern A
{sla<XlsAXls<DbAc<ZIX2sAX2s < d} IN events bern
{s | X1 s < a A X2 s < c} IN events bern A

{s | X1 s <b A X2s < c} IN events bern A

{s | X1 s <bAc<X2s AX2s < d} IN events bern =

(probbern s | a < X1 s AX1l s <bAc<X2sAX2s<d-=
joint_cdf X1 X2 b d - joint_cdf X1 X2 b ¢ -
joint cdf X1 X2 a d + joint cdf X1 X2 a ¢ )

The proof of this property begins by first showing that the events (a < X1 < b A ¢ <
X2 < d) and X1 < a A ¢ < X2 < d) are disjoint. Then we show that P(a < X1 <b A
c<X2<d)+PXl<aAc<X2<d)=PXIl<bAc<X2<d), using the additive
law of probabilities, that is, (VA B. AN B =0 = P(A U B) = P(A) + P(B)), which is
verified in the HOL probability theory [11].

Similarly, we prove that, P(X1 <bAc¢<X2<d)+PX1<bAX2<c¢)=P(X1<hb
ANX2<d)and PXl1 <aAc<X2<d)+PXl<aAnX2<c¢)=PXl<aAX2<d)
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Finally, we conclude the proof by rewriting and simplifying with the definitions of the
joint CDF function and the above results. This property states that the probability that
the random vector (X1,X2) falls in a rectangular region and can be found by combining the
values of cumulative distribution function at the four corners of the rectangular region.
CDF of a Pair at Positive Infinity

This property for a pair of random variables can be mathematically expressed as: %im
TL2—> 00

lim FXIXQ(X]-, X2) = FXIXQ(OO: o) = 1.

zl—00 ’ ’

Theorem: 4 CDF of a Pair at Positive Infinity in all variables

F (Vv X1 x1. CDF_in events_bern X1 x1) A
(V X1 X2 x1 x2. CDF_pair_in events bern X1 X2 x1 x2) =
(lim (An1l. 1lim (An2. joint cdf X1 X2 (& n1) (& n2))) = 1)

The CDF functions tends to 1 as all of its real arguments approach positive infinity. The

proof of this property utilizes the fact that for an expanding sequence of events A,,, that is,
(Vn. An C Apy1) of S, lim A, = UZO:1 A, = 8S.
n—oo

The proof also uses the continuity property of probabilities which states that VA,. lim P(A,)
n—oo

= P(J~ Ay). In this case, the increasing sequence of events are represented in lambda cal-
culusas (An. {s | X1 s < &n1 A X2 s < &n} )

The countable union of all events in this sequence is given by (An. {s | X1 s < &ni
N {s | X2s <&} )=Cn. {s| X1 s <&l } NUNIV)=Cn. {s | Xls
< &ni1 } )

Instantiating the continuity property of probabilities, we show that the countable union
of sequence of events ((An1. {s | X1 s < &ni1 } )) is equal to the universal set UNIV.
Then using the basic probability law P(UNIV) = 1, which states that the probability of the
universal set is 1, we conclude the proof.

CDF Pair at Negative Infinity
This property states that the value of the CDF function tends to 0 as any one of its two real
arguments approaches minus infinity.

lim Fyxj xo(zl,22) =0= lim Fyx; xa2(zl,22)

T2——00 rl——o00
Theorem: 5 CDF pair at Negative Infinity in any variable
F (VX1 X2 x1 x2. CDF_pair_in_events_bern X1 X2 x1 x2) =

( (1im (An. joint_cdf X1 X2 (- & n) x2) = 0) A
(1im (An. joint_cdf X1 X2 x1 (- & n)) = 0) )

The proof goal is first broken in to two subgoals. Each of these subgoals state that as any
one of the real arguments of the joint CDF function approaches —oo, the joint CDF function
approaches 0. The proof of this property utilized the continuity property of probabilities for
contracting sequences of sets. The property states that, VA,,. nh_)n;@ P(A,) = PN, Ap)

These sequence of events are expressed in lambda calculus as: (An. {s | X1 s < -&nl
A X2 s < x2 } ), where n is a natural number. It is first shown that this contracting
sequence of sets is equal to an empty set. Finally, using the basic probability law that the
probability measure of an empty set is 0 (P{} = 0), we conclude the proof. The proof of
the two subgoals is very similar. In Theorem 5, 1im is the HOL function for limit of a real
sequence.
Joint CDF Continuous from Top Right



CDF is continuous from the right in each of the variables. That is, for any fixed x1, say a,
Fx1,x2(x1, x2) is continuous from right in x2, say b, F'x1 x2(x1, x2) is continuous from
the right in x1. These properties can be mathematically expressed as:

lim FXLXQ(Xl, b) = FXl,X2(aa b)
rl—a™t

lim Fxi,x2(a, x2) = Fx1 x2(a, b)
x2—bt
lim lim FXIXQ(X:I-, X2) = FXlXQ(a, b)
rl—at z2—b* ’ ’
Theorem: 6 Joint CDF Continuous from Top Right
FVf1l £2 a b.
(Vx. CDF_pair_in events bern f1 f2 x1 x2) A
(Vn2 ab. {s | f1l s < a+ inv (& (SUC n2)) A
f2 s < b + inv (& (SUC n2))} IN events bern ) =
lim (An2.
lim (Anl.
joint_cdf f1 £f2 ((An. a + inv (&(SUC n))) nl)
((An. b + inv (&(SUC n))) n2)) n2 ) =
joint_cdf f1 f2 a b

The proof of Theorem 6 involves the use of continuity properties of probabilities, which
states that: VA,. lim P(A4,) = P(ﬂzo Ap), for a contracting sequence of events, the proba-
n—oo

bility of countable intersections of such sets is equal to the limit of probability of the sequence
of events as n tends to oco.

We first show that the countable intersection of all the sets in the sequence (An2. { s
|Xls§a+n++1/\X23§b+n2;+1})isgivenbytheset{s | X1 s < a + —t
ANX2s <Db}

Similarly, we also show that the countable intersection of the sequence of sets (Anl. {
s | Xls§a+ﬁ/\X2sSb})isgivenbytheset{s | X1 s < a A X2s <
b } using the continuity property of probabilities. Finally, by rewriting with the definition
of the joint CDF of a pair of continuous random variables we conclude the proof.

CDF Pair limit from Bottom Left
This property states that the joint CDF function is continuous from bottom left and the
limit from bottom left is given by:

lim Fxixo(x1, x2) =P{ s | X1 s < x1 AX2s<aj}

r2—a~
Theorem: 7 CDF Pair limit from Left
FVfl f2 x1 a.

(Vx1 x2. CDF_pair_in events_bern f1 f2 x1 x2) A

(Vn.{s | f1 s < x1 A f2 s < a - inv (& (SUC n))} IN events bern)

= lim (An. joint_cdf f1 f2 x1 ((An. a - inv (& (SUC n))) n))

= prob bern {s | f1 s < x1 A f2 s < a}

nl+1

The proof of this theorem begins with the rewriting of the proof goal with the definitions
of limit of a real sequence, and joint CDF function. The rest of the proof uses reasoning
from HOL set, real, and probability theories. In particular, we use continuity property of
probabilities for an expanding sequence of sets to complete the proof.

The next section describes the formalization of Standard Uniform random variable pairs
with various distributions commonly used in engineering analysis.



3.4 Formalization of Standard Uniform Random Variable Pairs

We build on Hasan’s work and first formalize a pair of standard continuous uniform random
variable as a special case of a pair of standard discrete random variables.

Definition 4: Standard Continuous Uniform Random Variable Pair
FVs. stdunif pair_cont s =
( im(An. fst (std_unif_disc n (seven s))),
lim(An. fst (std_unif_disc n (sodd s))) )

In this definition, seven and sodd are two functions that take the boolean sequence s as input
and return the even and the odd portions of the boolean sequence as output, respectively. We
use the methodology described in [6] to formalize pairs of Uniform, Triangular, Exponential,
Rayleigh and Weibull random variables in HOL using the Inverse Transform Method [6].
Table 1 describes the HOL formalizations of these random variables.

Distribution Formalized Random Variable Pair
FVs. std_unif pair cont s =
lim (An. fst (std_unif_ disc n (seven s
Standard (n_mo( ( unif di (sev ))),
Uniform lim (An. fst (std_unif disc n (sodd s))))
(0, 1) n—oo

X1 STD UNIF s = fst (std.unif pair cont s)
X2_STD_UNIF s = snd (std_unif pair cont s)
FVal bl a2 b2 s. unif pair rv.cont al bl a2 b2 s =
(((b1 - al) (X1_STD_UNIF s) + al),
((b2 - a2) (X2_.STD_UNIF s) + a2))
Trianel Vm s. triangle pair.rv al a2 s =
riangle
© al? 0 22) (a1(1 — /(1 - X1_STD_UNIF 8))),
’ ’ (a2(1 — /(1 - X2_STD_UNIF s)))
Vs ml m2. exp_pairrv ml m2 s =

Uniform
(a1,bl1) (a2,b2)

Exponential (—2fIn (1 - X1_.STD_UNIF s),
(m1, m2) mi
— 750 (1 - X2.STD_UNIF s))
_ Vs dl d2. rayleigh pair.rv d1 d2 s =
Rayleigh

(1. 42) ((d1v/-2 1n (1 - X1.STDUNIF s)),
’ (d2/-2 1n (1 - X2_STD_UNIF s)))
Vs al bl a2 b2. weibull pair.rv al bl a2 b2 s =

(£ (-(In (1 - X1.STD.UNTF s)al)),
L (-(ln (1 - X2 STD.UNIF s)a2)))

Weibull
(a1,bl1) (a2,b2)

Table 1: Continuous random variable pairs in HOL

These random variables in the pairs in Table 1 have the same distribution function and
different distribution parameters. The distribution parameters for the two random variables

in the pair can be the same. Such a pair of random variables would be called identically
distributed pair of random variables.



3.5 Formalization of Gaussian Random Variable Pairs

According to the Box-Muller method [2], given a pair of independent standard Uniform
random variables (U;,Us), a pair of independent Gaussian random variable can be for-

malized as: (G1,G2) = (V=2 In Uy cos(2 m Us),v/—2 In Uy sin(2 © Usz)). The HOL

formalization of the Gaussian random variable is given in Definition 5.

Definition 5: Gaussian Random Variable Pair
FVs. stdgpairrv s =

((v/-2 1n (X1_S_UNIF s) cos(2m(X2_S_UNIF s))),

(V-2 1n (X1_S_UNIF s) sin(27(X2_S_UNIF s))))

FVs uo. gpairxrv p o s =

(u + o fst (std_gpairrv s), pu + o snd (std_gpair.rv s))
FVs. X1GAUSS p o s = fst (gpairrv pu o s)
FVs. X2GAUSS p o s = snd (gpairrv pu o s)

3.6 Independent Random Variables

In many engineering applications independent random behaviour needs to be modeled. The
formalization of the notion of independence of random variables is described in this section.
We also describe some useful results related to identically distributed random variables.

3.6.1 Independent CRV Pairs

Two random variables X1 and X2 are said to be independent if for every pair of real numbers
x1 and x2 the two events {X1 < x1} and {X2 < x2} are independent. Mathematically the
notion of independence is defined as:
P{X1 < x1 A X2 < x2} = P{X1 < x1}.P{X2 < x2}

The HOL formalization is given in Definition 6.

Definition 6: Independent Random Variable Pair
-V X1 X2 x1 x2. independent_rv_pair X1 X2 x1 x2 =
({s | X1 s < x1 A X2 s < x2} IN events bern) A
(prob bern {s | X1 s < x1 A X2 s < x2} =
prob bern {s | X1 s < x1} * prob bern {s | X2 s < x2})

3.6.2 Identically Distributed Random Variables

Pairs of random variables with same or different distributions and parameter values are
needed in reliability analysis. Our formalization of pair of continuous random variables
allows the flexibility of having two independent random variables with same or different
distribution functions. In the case when random variables have same distribution type, it is
possible to have same or different parameters.

In this section, we describe the verification of joint CDF property of commonly used
continuous random variable pairs. We first verify the joint CDF properties of two continu-
ous random variables with same distribution function but different parameters. Theorems
8 through 12 state the verified joint CDF properties of uniform, triangular, exponential,
rayleigh, and weibull random variables.

In Theorem 8, the first assumption states that the shape and the scale parameters of the
two weibull random variables are positive and greater than zero. The second assumption
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states that the two random variables are independent. The goal of the theorem states
that the distribution function of two independent continuous random variables with same
distribution function but different parameters is given by the product of their individual
distribution function for positive values of the random variable and is zero for values of x
less than or equal to 0.

Theorem 8: Joint CDF of Two Independent Weilbull Random Variables
FYabcdxy. (0<a AO<Db AO<c) A< A
(Vabcdzxy.
independent_rv_pair (As. weibull rv a b (s_even s))
(As. weibullrv ¢ d (s_odd s)) x y) =
(prob bern {s | weibullrv a b (s_even s) < x A
weibullrv ¢ d (s.odd s) <y } =
(if (x < 0V y £ 0) then 0 else
(1 - exp -((b * x) powr a)) * (1 - exp -((d * y) powr c))))

Similarly, In Theorems 9, 10, 11, and 12 we verify similar relations for independent
exponential, uniform, triangle and rayleigh random variable pairs.

Theorem 9: Joint CDF of Two Independent Fxponential Random Variables
FvVmlm2xy. (0 <ml) A (0 <m2) A
(Vml m2 x y.
independent _rv_pair (As. exp-rv ml (s_even s))
(As. exprv m2 (s_odd s)) x y) =
(prob bern {s | exprv ml (s_even s) < x A
exprv m2 (s.odd s) <y } =
(if (x < 0V y £ 0) then 0 else
(1 - exp (-m1 * x)) * (1 - exp (-m2 * y))))

Theorem 10: Joint CDF of Two Independent Uniform Random Variables
FVabcdxy. a<bAa<bA
(Vabcdzxy.
independent_rv_pair (As. uniformrv a b (s_even s))
(As. uniformrv c d (s_odd s)) x y) =
(prob bern {s | uniformrv a b (s_even s) < x A
uniformrv ¢ d (sodd s) <y } =
(if (x A aV y A c) then O else
(if (@<x Ax<bAc<yAy<d then
(x-a)/ (b-a *x ((y-c)/ (d-c)) else
(if (@a<x Ax<bAd<y) then (x - a) / (b - a) else
Af (b <xAc<yAy<d then (y -c) / (d - c) else 1)))))

Theorem 11: Joint CDF of Two Independent Triangular Random Variables
FVmlm2xy. 0<mlAO<m2A
(Vml m2 x y.
independent_rv_pair (As. triangular rv ml (s_even s))
(As. triangular rv m2 (s_odd s)) x y) =
(prob bern {s | triangular rv ml (s_even s) < x A
triangular rv m2 (s.odd s) <y } =

10



(if (x <0V y < 0) then 0 else
(if (0<x Ax<ml AO<yAYy<mn2) then
2/ ml x (x - xpow 2/ (2 %xml)) x
(2 / m2 *x (y -y pow 2/ (2 xm2)))
else
(if (0 < x A x <ml A m2 < y) then
2/ ml x (x - xpow 2/ (2 xml)) else
(if (m1 < x A0 <y A y<m2) then
2/ m2*x (y -ypow 2/ (2 xm2)) else 1)))))

Theorem 12: Joint CDF of Two Independent Rayleigh Random Variables
Fvmlim2 xy. (0 <mi) A (0<m2) A
(Vml m2 x y.
independent rv_pair (As. rayleigh rv ml (s_even s))
(As. rayleigh rv m2 (s_odd s)) x y) =
(prob bern {s | rayleigh rv ml (s_even s) < x A
rayleigh rv m2 (s.odd s) <y } =

(if x <0V y < 0 then 0 else

(1 - exp (-(x pow 2) / (2 *x ml pow 2))) *

(1 - exp (-(y pow 2) / (2 *x m2 pow 2)))))

The proof of these theorems utilizes the definition of independence of pairs of random
variables and the CDF relations for the respective random variables.

If the distribution function parameters of the two random variables in Theorem 8 through
Theorem 12 were equal respectively, then such random variable pairs would be called inde-
pendent and identically distributed random variable pairs. Similarly, it is possible to verify
the properties of random variables that are independent but have different distributions.

In this section, standard properties of cumulative distribution function of random variable
pairs were verified. These properties are useful in formal modeling and analysis of reliability
of engineering systems and verification of their safety critical properties.

4 Formal Analysis of Soft Errors in DRAMs

Many safety critical application such as in avionics applications the electronic equipment
operates in harsh environments such as in upper atmosphere or space under extreme tem-
peratures and solar and cosmic radiation. The radiation dose depends on the effective area
of crossection of the electronic device and the angle of incidence of the particle radiation.
A soft error is an abnormal change in the state of a storage node in an electronic circuit
due to thermal noise or exposure to radiation. These nonrecurrent and non permanent
errors can cause an electronic system to behave in an un predictable ways and even crash in
a nonreconstructable way making the task of system debugging practically impossible.
There are four known causes of soft errors in logic and memory circuits: 1) undesirable
capacitive coupling of circuit elements [13, 9], 2) circuit parameter fluctuations and varia-
tions, 3) ionizing particle and EM radiation, and 4) built-in thermal, shot and 1/f noise.
Good circuit design and layout techniques can be used to effectively eliminate soft errors due
to undesirable capacitive coupling and circuit parameter variations [10, 4]. In order to deal
with the other two types of soft errors accurate analysis of the design is required [16, 3, 15].
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Soft error occurrence mechanism is random in nature and is usually analyzed using sim-
ulation based techniques. These techniques tend to be inaccurate and slow and are unsatis-
factory for safety critical applications. Analysis of soft error causing mechanisms and their
effects on the electronic devices is usually done using statistical simulation techniques such
as Monte carlo simulation methods [17],[25, 23, 26, 19], [20, 21, 22]. [22] [1]. In this paper
we for the very first time apply formal methods to the modeling and analysis problem in a
theorem prover. In this paper, we propose a theorem proving based modeling and analysis
approach.

4.1 Dynamic Random Access Memory

€ GG Cn
A %
address input buffers |
¥

CE‘ﬁ column decoder |
2

Dy sense amplifiers
) L >Tbuffer +> D
RW ——>[ Dbutfer J}>| input/output/refresh — our

2 1
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Ry 21|z
R, o & [=
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w _g Iy
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Fig. 2: Dynamic Random Access Memory

Figure 2 shows a typical block diagram of a Dynamic Random Access Memory or DRAM.
It consists of address buffers, decoders, memory array, and input/output interface circuits.
A memory array consists of densely packed cells capable of storing a small amount of charge
for a finite period of time. The stored charge is gradually lost due to leakage and is usually
replenished using a memory refresh operation. Individual memory cells are accessed using
uniquely decoded row and column select lines. Sensitive amplifier circuits are used to read
the contents of the memory. The memory read operation consist of four main steps: 1) pre-
charging the two bit lines, 2) enabling the word select line as the bit lines float, 3) enabling
of the sense amplifier, and finally, 4) writing the data back to the memory cell. During the
memory write operation the bit line is driven to either high or low, and as the the word line
is enabled, data is written to the memory cell. A memory refresh operation consists of a
read operation followed by a memory write operation.

sense amplifier

NENEE

R

Wo1  Wgo d, dg Wig Wi

Fig. 3: Simple balanced bit line architecture
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Sense amplifiers are very sensitive differential amplifiers. A differential amplifier usually
has three inputs. A pair of inputs is connected to the two bit lines (Figure 3, lines bit,bit).
The third input is used to enable the sense amplifier (Figure 3, ¢R). The amplifier increases
the amplitude of the difference signal between the two bit lines. This allows DRAMs to
sense data in the memory cells even with a very small signal swing. This results in the
improvement of speed and power consumption. This improvement however comes at the cost
of reduced noise immunity. Internal and external source of noise can affect the operation of
the sense amplifier. One such source of noise is called the Thermal noise. Thermal noise
in electronic system components is an unwanted and unpredictably varying signal. It is
caused by the random motion of charge particles (electrons and holes) and depends on the
operating temperature. Thermal noise is modeled using a Gaussian distribution. A gaussian
distribution can be completely specified using its mean and standard deviation parameters.

Various memory array and sense amplifier arrangements are possible and have been stud-
ied for their performance. These arrangements are some times also referred to as DRAM
architectures. Figure 3 shows a balanced bit-line architecture of a commercial DRAM. In
this architecture one sense amplifier connects to the bit line of two identical arrays. The
circuit diagram shows one transistor storage cells, C's, dummy cells, C'p, and the sense am-
plifier. The pre-charge, refresh and the input output devices of the DRAM are not shown in
this simplified circuit diagram. The loading effects of the these devices are included in Cp.
More details can be found elsewhere [12].

4.2 Thermal Noise and Parameter Variation Modeling

We model the voltages on the two bit lines connected to the inputs of a non-ideal sense
amplifier as two independent gaussian random variables %(-VEJ}%,U 5B, and VQ(Vé%,U BEn)>
where v, represents the standard deviation of the thermal noise [15].

w

Probability density function
Probability density function
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Fig. 4: Probability density functions for ideal and non-ideal error analysis [15]

Figure 4(b) shows the probability density functions (PDF) for the two inputs to the sense
amplifier. The vertical shaded area represents the probability of detecting a logic “1” in the
DRAM cell due to the noise when in fact a logic “0” is stored in that location. Similarly,
the horizontally shaded region corresponds to detecting a logic “0” when in fact a logic “1”
is stored in the memory. The probabilities of a low level being detected as high and that
of a high level being detected as low, at the two bit lines, is given by, P(—% +vg < V1) =

Yw _(_yvL_ Yw _VH.
Q (2+vd ( VBB)), and P(Vo < % 4vg) =1-Q (L‘/‘%‘), respectively. Where the

2 2
V VBB

UsB
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insensitivity width and the sensitivity center deviation are given by v,, = dVpz and vg =
xVga, where 0 < x,6 <1 [15]. Using these assumptions and that both 0 and 1 errors are

equally likely to occur, the soft error rate is given by: Pepyror = }Lerfc

\f\/T(l_Z—i_X) +

1 Vils 5 : : . )
zerfe L5 1—35— . Next, we formally verify this result using our foundational
gerfe | 72— (1-5-x) y verify g

formalization of Section 3.

4.3 Verification of Soft Error Rates

Based on the proposed methodology of Section 2, the first step is to formally represent the
Non-ideal sense amplifier soft error rate model, which can be done as follows:

Definition 7: Non-ideal Sense Amplifier SER Model
=V Ve, VL vepn v va.

non_ideal _ser V]_%B Vé{B UBBn Vw VU4 =
3(P{sl(va — %) < (Vi (=Vi5p) vBBa 5)} +
P{s|(Va Viip vBBn ) < (va+%)})

In Theorem 13, we formally verify the soft error rate expression for a non-ideal sense amplifier

in the presence of thermal noise and parameter variations. The predicate ((f diffl (\t.

2
\/Lz?e*%) x) x) in the first assumption states that the differential of the function £ with

respect to x is the function (At. \/%e_é). The second assumption states that Q1 is a
function with two real arguments a and b, and it returns a2real value £ (b) - f(a), which
is equal to the value of the definite integral of (\t. \/%?e_%). The third assumption then
formally represents the Q function as the limit value of function Q1 when its second argument
tends to infinity. The fourth assumption describes the relationship between the Q function
and the error function (erfc). Assumptions 5 and 6 explicitly state that the probabilities
of the random variables V; and V5 taking values greater than an arbitrary real number z
is given by Q (:£). Assumptions 7, 8, 9, 10, 11, and 12 state that ¢ and x which relate
the insensitivity Wldth (vw = 0VEL) and the sensitivity deviation (vg = y V25) parameters
to the mean values of the gaussian random variables V; and V5, are real numbers and can
only take values in the closed real interval [0,1]. The thirteenth assumption makes sure
that the standard deviation of the thermal noise is a non zero positive value (0 < vpp,
). The fourteenth assumption (Viy = —VEL) states that the sense amplifier at its inputs
sees two equal and opposite polarity dc signals represented by VgB and VéZB, respectively.
The fifteenth assumption states an important property of the Q function that the total area
under the Q function is equal to 1.

Theorem 13: Non-ideal Sense Amplifier Soft Error Rate
I—VabfVé{B VBB UBBn 0 X-

((a<b) A (Vx. (a<x) A (x<b) = (f diffl (\t. ﬁe—% ) x) A QL ab =

fb-fa)A@y=lim On. Qly (@) A (Vx. Qx=j erfc () A
n—oo

Vzpo. (0<0)= P{s|z<Vipost=0QEE)ANNVzpo. (0<0)
= (P{s |z < Vo pos}=0Q (5 A0 A GBS A O A S A (v
= SVEDY A (vg = x VER) A (0 < vppn) A (VEg=-VEL) A @QGy) + Q-y) = 1)
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H

= non_ideal ser VBLB V}é{B UBBn = %erfc(# [1 — % —|—XD +
BBn

1 _Vis [1_9d _

4erfc(\/§ — [1 5 XD

Proof: We begin the proof by rewriting the right hand side of Theorem 2 with the
definition of the complementary error function (Vx. Q x = % erfc (12)), the property
of Q function (Q(x)+Q(-x)=1), and three other assumptions of Theorem 2, that is, v,, =
5V§IB, Vg = X Vé{B and VlgB = —VéfB. This reduces the righthand side of the proof goal to:
%[1—P{s|(vd+%) < (Vo Vil vepn s)}} + IP{s|(va — &) < (Vi (VEL) vepn $)}
Now using the fact that P(x < a) +P(a < ) = 1, we rewrite the first term in the above ex-
pression as:3 [P{s|(Vo Vi vppn 5) < (va+ %)} + 3P{sl(va—%) < (Vi (=Vig) vesn 9)}.
Finally, rewriting the left hand side of the proof goal with the definition of the non_ideal ser
and the assumption VBLB = —VélB, we conclude the proof.

The HOL code describing our formalization and the soft error rate analysis consists of
approximately 1800 lines of code and took over 100 man-hours to complete. The results
we presented are guaranteed to be accurate, unlike the simulation based analysis, and are
generic due to the universally quantified variables. Such analysis was not possible in the
HOL theorem prover earlier.

5 Conclusion

In this report, we presented a method for formal analysis of soft errors in electronic circuits
using real and independent random variables. We presented the formalization of independent
continuous random variable pairs with Uniform and Gaussian distributions. We described
soft error rate analysis of a non-ideal sense amplifier circuit commonly used in DRAMs.

Our formalization of gaussian random variable can be used to performs bit error rate anal-
ysis of communication receivers utilizing various modulation schemes such as ASK, PSK and
QAM modulations in the presence of additive white gaussian noise. We are currently work-
ing on formalization of lists of independent random variables to be able to tackle problems
with more than two random variables in HOL.

The formalization described in this report can be used to formalize a gaussian random
variable pair using two independent and identically distributed standard continuous ran-
dom variables and the box-muller method. Such formalization would allow reasoning about
problems involving the use of gaussian random variable.
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6 Appendix

6.1 Thermal noise and parameter variation modeling

We model the voltages on the two bit lines connected to the inputs of an ideal sense amplifier
as two independent gaussian random variables Vl(—Vé:E,UBEn) and VQ(V];%,U BBn)- Where
Vg, represents the standard deviation of the thermal noise [15].

Figure 4(a) shows the probability density functions (PDF) for the two inputs to the sense
amplifier. The vertical shaded area represents the probability of detecting a logic ”1” in the
DRAM cell due to the noise when in fact a logic 70" is stored in that location. Similarly,
the horizontally shaded region corresponds to detecting a logic ”70” when in fact a logic 71”

is stored in the memory.
The PDF (fx(z)) and the CDF (Fx(z)) of gaussian random variables are defined as:

1 o2

fx(z) = \/%6_7 (1)

Eﬂ@::%?/:e4%t )

The complementary error function (erfc(x)) and the Q function (Q(x)), appear very fre-
quently in the error rate analysis literature and, are defined as:

Qz) = %erfc <%> = / T di (3)

erfc(z) = 2Q (\/5:15) (4)

The probability of a low level being detected as high and that of a high level being detected
as low, at the two bit lines, is given by Equations 5 and 6,respectively.

_(_yL_
mma@@(giééﬁ> (5)
V VBB

0— VI
PV3<0)=1-Q (_;33) (6)
V VBB
It can be shown that the probability of error for an ideal sense amplifier is given Equa-
tion 7.

PO < W)+ P(Va<0) 1 Vg 1 Vi
Perror = ( 1>;— (V2 = ):—erfc —BB__ | 4 Zerfe | —BB_—

! V2, /0%, ! V2, /775

(7)

The behavior of a practical sense amplifier often deviates from the ideal behavior due
to parameter variations. The analysis in [18], [24], and [8] focuses on finite sense time and
parameter variations in practical circuits. In [18], Natori characterized the sensitivity of
the sense amplifier using two parameters v, and vg. vy, is the insensitivity width which is
the difference between the minimum sensible high and low levels. Its value depends on the
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operation of the sense amplifier. v, is the sensitivity center deviation which is related to
the asymmetry of the flip-flop and bit-lines. Layman in [15] assumes that both insensitivity
width and the sensitivity center deviation are given by v, = 0Vzpz and v4 = xVpzp, and
0 < x,6 < 1. He takes the effects of non-ideal behavior into account by adjusting the 70"
and 717 decision thresholds in the analysis from "0” and 70" to —%* + vq and = + vg,
respectively, as shown in Figure 4(b).

Based on these assumptions the soft error rate can be determined as before and is given
by Equation 8.

Perror = erfc \/_\/7< ) + erfc \/_\/>< ——X> (8)

Our formal analysis in the following section verifies these DRAM soft error rate expressions
in HOL theorem prover.

6.2 Verification of soft error rates

We model the ideal sense amplifier soft error rate according to Equation 7, assuming that
both 0 and 1 errors are equally likely.

Definition A1l: Ideal Sense Amplifier Soft Error Rate Model
F Vv VBLB Vé—{B UBBn -
ideal_soft_error_rate Vé'JB ngB UBBn =
%(P{S’O< (Vl ( VBLB) UBBn S)} +
P{s|(Va Vi vBpn 5) <0})

In Definition A1, the two bit line voltages are modeled using two independent gaussian
random variables V7 and V5. V 5p and VgB are the means of the two gaussian random
variables. Both random variables are assumed to have the same standard deviation vgpg,.

Definition A2: Non-ideal Sense Amplifier Soft Error Rate Model
F Vv VBLB Vé{B UBBn Vw V4.
non_ideal_soft_error_rate Vé:B VBB UBBn Uw Ud =
s(P{sllva—"3) <V (- VBB) UBBn )} *
P{s|(Va Vi vBBn ) < (va+%)})

In Definition A2, we model the soft error rate behavior of a practical sense amplifier in the
presence of parameter variations. vg and v, are the sensitivity center deviation and the
insensitivity widths, respectively.

Theorem Al formally states that the ideal sense amplifier soft error rate due to thermal
noise is given by Equation 7. The theorem has six assumptions. The predicate ((f diffl

(At. \/%767%) x) x) in the first assumption states that f is the differential of the function

f with respect to x is the function (At. \/%e_g). The second assumption states that Q1
is a function with two real arguments a and b, and it returns a real value f(b) - f(a),
which is equal to the value of the definite integral of (At. #e_é). The third assumption
then formally represents the Q function as the case when the second argument of Q1 tends
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to infinity. The fourth assumption describes the relationship between the Q function and the
error function (erfc). The fifth assumption states an important property of the Q function
that the total area under the Q function is equal to 1. The sixth assumption makes sure
that the standard deviation of the thermal noise is a non zero positive value. Assumptions 7
and 8 explicitly state that the probabilities of the random variables V; and V5 taking values
greater than an arbitrary real number z is given by Q (%).

Theorem A1l: Ideal Sense Amplifier Soft Error Rate
FVabf VA Vi vppn.
((a<h) A (¥x. (a<©) A (x<b) = (f diffl (A6, —Le ) ) © A @l ab =
fb-fa A
@Qy=lim (An. Qly &) A (Vx. Qx-= % erfc (\%)) A

n—oo
Q) + QC-y) = 1) A (0 < vppp) A
Vzpo. (0<o0) = (P{s|z<Vipos}
Vzpo. (0<o)= P{s|z<Vpuoss}
ideal_soft_error_rate VéJB Vé{B UBBn =

1 VA 1 V&
lorfel 2B ) + lopfe BB
ferte( i) + ferte( Fhe )

Proof: We begin by rewriting the right hand side of Theorem A1l with the definition of

the complementary error function (Vx. Q x = % erfc (\%)), and with some rewriting

=

(=
(

4

S

=

))
)

Q
Q =

g

arrive at the following subgoal.

ideal_soft_error_rate VBLB Vé{B UBBn=%Q(—(0_5;53)))+%Q(—(0_£;§B)))
Using one of the properties of Q function (Q(x)+Q(-x)=1), we rewrite the right hand side
of the above subgoal as follows:

1 (0—(=Vip)) 1n( (0=(=Vip))

2 [1 —q (_ T )}"50( T
Now using the cumulative distribution function of the gaussian random variable, we further
rewrite both terms in the above expression,

T1-P{s0 < (Vo Vi vppn 9)}] + 3P{s|0 < (Vi (Vi) vBBn )}

Then using the fact that P(x < a) + P(a < x) = 1, we rewrite the first term in the above
expression as:

%[P{SK‘/Q Vé{B UBBn 5) < O}} + %P{S|0< (‘/1 (_VBPB) UBBn S)}

Finally, rewriting with the definition of the ideal soft_error_rate shows that the left and
the right hand side of the equation are equal and thus concludes the proof.

In Theorem A2, we verify the soft error rate expression (Equation 8) for a non ideal sense
amplifier in the presence of thermal noise and parameter variations. Theorem 2 has seven
extra assumptions in addition to those stated in Theorem 1. These assumptions state that
6 and y which relate the insensitivity width (v, = 6VEL) and the sensitivity deviation (vg
=X VéJB) parameters to the mean values of the gaussian random variables V] and V5, are
real numbers and can only take values in the closed real interval [0,1]. The assumption
(VBLB = —VgB) states that the sense amplifier at its inputs sees two equal and opposite
polarity dc signals represented by Vé{B and VBLB, respectively.

20



Theorem A2: Non-ideal Sense Amplifier Soft Error Rate

I—VabfVé{B VBB UBBn 0 X-

((a<h) A (¥x. (asx) A (x<b) = (£ diffl (\t. —=e™2) x) ) A (@ ab =
fb-fa A

Qy-= hm (An. Q1 y (&n))) A (¥x. Q x

(Vzua. (O<J):>(P{S\Z<V1uas}
Vzpo. (0<o0) = (P{s|z<Vopos}=
0<x) A (xS A (vy = 5VBB) A (ug = x Vi,
(0 < vppy) AN (VEy=-VIL)y A Q@ + Q( y)
non_ideal _soft_error_rate Vé;B Vé{B UBBn =

1 Vi ) 1 Vi 5
terte(F (1= 340 + derte(GFhT -5 -4

Proof: We begin by rewriting the right hand side of Theorem A2 with the definition of

the complementary error function (Vx. Q x = % erfc (% )) and with some rewriting

erfc (\xf)) A

1
2
Q (=) A
Q
) A

(=L “)) A (0<6) A (6<1) A

1) =

arrive at the following subgoal.
non_ideal_soft_error_rate VéB VgB UVBBn=
1 (at—(=Vis)) b 1n( (va—"—(=Vip)) P
iQ( 2vBBn = [1 2 + X})—FQQ( 2UBBn = [1 -2 X]

Using one of the properties of Q function (Q(x)+Q(-x)=1), we rewrite the right hand side
of the above subgoal as follows:

% [1 -Q (_ (Ud-l-%;;B(:Vé{B)) [1 . g + X})]-F%Q((vd_vé:,;}i;‘/él?)) [1 i g i X})

Now using the cumulative distribution function of the gaussian random variable, v,, = 9 VgB,
Vg =X Vé{B together with an additional assumption that the average voltage on the two bit
lines is equal, VBLB = —Vé{B, we rewrite both terms in the above expression as:

3 (1Pl +ow) < (Vo VEp vppn 9)}] + 3P{sl(% —vw) < (Vi (Vi) vapn 5)}
Now using the fact that P(z < a) + P(a < z) = 1, we rewrite the first term in the above
expression as:

3 [P{s|(Va Vi vpn s) < (% +ow)}] + 3P{sI(% —vw) < (Vi (=Vip) vBa )}
2 [ BB 2 2 2 BB

Finally, rewriting with the definition of the ideal soft_error_rate, and the assumption
that Vng = —VéfB shows that the left and the right hand side of the equation are equal and
thus concludes the proof.

A few other definitions

The PDF (fx(z)), and CDF (Fx(x)) of gaussian random variables are defined as:

fX( ) \/2—
Fy(a F/ e i

The complementary error function and the Q function very frequently appear in error
rate analysis literature and are defined as:

Q) = gerfe (%)
erfe(x) =2Q (\/596)
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