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Abstract
Depending on the operational environment, installation location, and aging of oil and gas pipelines, they are subject to
various degradation mechanisms, such as cracking, corrosion, leaking, and thinning of the pipeline walls. Failure of oil and
gas pipelines due to these degradation mechanisms can lead to catastrophic events, which, in the worst case, may result
in the loss of human lives and huge financial losses. Traditionally, paper-and-pencil proof methods and Monte Carlo based
computer simulations are used in the reliability analysis of oil and gas pipelines to identify potential threats and thus avoid
unwanted failures. However, paper-and-pencil proof methods are prone to human error, especially when dealing with
large systems, while simulation techniques primarily involve sampling-based methods, i.e., not all possible scenarios of
the given systems are tested, which compromises the accuracy of the results. As an accurate alternative, we propose to
use a higher-order-logic theorem proving for the reliability analysis of oil and gas pipelines. In particular, this paper pre-
sents the higher-order-logic formalization of commonly used reliability block diagrams (RBDs), such as series, parallel,
series–parallel, and k-out-of-n, and provides an approach to utilize these formalized RBDs to assess the reliability of oil
and gas pipelines. For illustration, we present a formal reliability analysis of a pipeline transportation subsystem used
between the oil terminals at the Port of Gdynia, Poland, and Dębogórze.
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Introduction

Oil and gas pipelines are indeed the most pivotal part
of the present-age energy-delivery system1 and thus one
of the foremost requirement of oil and gas industries
and their supply chain is to ensure that the pipelines
continue to function free of risk. Oil and gas pipelines
are known for their susceptibility to leaks and catching
fire, which may lead to an explosion and thus may be
responsible for a catastrophic event. For instance, a big
explosion was caused by the methane gas leakage,2 on
20 April 2010, at the Deepwater Horizon oil rig oper-
ated by Transocean, which is a subcontractor of British
Petroleum. Owing to this incident, which was caused by
the loss of the platform’s well control system, 11 work-
ers died instantly and the rig also sank and was com-
pletely destroyed, causing millions of gallons of oil to
spill out into the Gulf of Mexico. This is considered
one of the largest accidental marine oil spills in the his-
tory of the petroleum industry and, even now, it contin-
ues to damage the marine and wildlife habitats, as well
as the Gulf’s fishing and tourism industries.2 There are

tens of thousands of miles in length of oil and gas pipe-
lines around the world; these are becoming increasingly
susceptible to failures owing to aging. Hence, rigorous
reliability and failure analysis of oil and gas pipelines is
very important to minimize the chances of disasters,
such as the British Petroleum disaster.

Pipeline integrity management3 is a process to evalu-
ate the risks posed to pipelines, with the objective of
improving their reliability. According to the US
Pipeline Safety Improvement Act of 2002,4 natural gas
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transmission companies must conduct risk analysis of
pipeline segments at high consequence areas, i.e., areas
where a failure in the gas pipeline would have a signifi-
cant impact on public safety or the environment.

Reliability block diagram (RBD),5 which is a graphi-
cal technique to analyze the impact of the individual
reliabilities of system components on the overall relia-
bility of the system, provides an efficient tool for con-
ducting pipeline integrity management. This pipeline
reliability analysis involves three major steps:6

(a) partitioning the given pipeline into segments and
constructing its equivalent RBD;6

(b) assessing the reliability of the individual segments;
(c) evaluating the reliability of the entire pipeline

based on the RBD and the reliability of its indi-
vidual segments.

The reliability of the individual pipeline segments is
usually expressed in terms of their failure rates l and a
time-to-failure random variable, such as an exponen-
tial7 or Weibull distribution.6 A single oil or gas pipe-
line can be modeled using series RBD configurations8

but complex pipeline networks can be modeled using a
combination of series and parallel RBD configura-
tions.9 For example, Figure 1 depicts some portions of
a real-world pipeline system. Figure 1(a) presents the
RBD of the oil terminal pipeline network at
Dębogórze.9 Based on the redundancy structure and
operational state of this pipeline, its reliability can be
evaluated using series–parallel and k-out-of-n RBDs.9

The three-stranded steel rope of M-80-200-10 illu-
strated in Figure 1(b), is composed of 36 strands: 18
outer, 12 inner, and 6 more inner strands. The reliabil-
ity of this steel rope can be evaluated by considering it
as a parallel system and utilizing a parallel RBD
configuration.6

The aforementioned three-step process commences
by gathering data from in-line inspection tools to detect

cracks, corrosion, or damage10,11 and selecting suitable
failure models for the individual segments of the pipe-
line. The gathered data, and the failure model are then
analyzed, using either paper-and-pencil methods or
computer simulations to assess the failure probability
or reliability of the complete oil and gas pipelines.7,9

However, the paper-and-pencil based analytical meth-
ods are prone to human error when it comes to the
analysis of large systems, such as the transmission net-
work of oil and gas pipelines. It commonly occurs that
many key assumptions, which are in the minds of math-
ematicians, are not properly documented; hence, not all
reliability constraints can be entirely passed to the relia-
bility assurance engineers. These undocumented
assumptions or constraints might become the primary
cause of catastrophic events. Conversely, numerous
commercially available software tools, such as DNV-
GL12 and ReliaSoft,13 are available for the reliability
assessment of oil and gas pipelines. These tools are
mainly based on Monte Carlo simulation, which is a
sampling-based method, since exhaustive testing for all
possible scenarios is not computationally feasible, given
the large size of the system models and the involvement
of so many variables of continuous nature in the relia-
bility analysis of oil and gas pipelines. Thus, just like
paper-and-pencil proof methods, the analysis results of
computer simulations cannot be completely trusted,
since there is always some risk of missing a corner case
from the test vectors used for the simulation. These
analysis inaccuracies are a severe limitation in the case
of oil and gas pipelines, as an uncaught system bug
might endanger human and animal lives or lead to a
significant financial loss.

Formal methods,14 which are computer-based math-
ematical reasoning techniques, have been used to over-
come the inaccuracy limitations of paper-and-pencil
proof methods and simulation and can thus be used to
play a vital role in the development of dependable sys-
tems.15 The main process behind the formal analysis of
a system is first to construct a mathematical model of
the given system using a state machine or an appropri-
ate logic and then to use logical reasoning and deduc-
tion methods to verify formally that the system exhibits
the desired characteristics, which are also specified
mathematically using an appropriate logic.

Formal methods are mainly categorized into two
mainstream techniques: model checking16 and theorem
proving.17 Model checking is a state-based technique,
in which system behavior, specified as a state machine,
is analyzed by verifying the temporal properties
exhaustively over the entire state-space of the formal
model of the given system using a computer, while the-
orem proving enables the use of logical reasoning to
verify relationships between a system and its properties
as theorems, specified in an appropriate logic, using a
computer. Both model checking and theorem proving
have been used for the probabilistic analysis of sys-
tems,18–20 which is the foremost requirement for con-
ducting reliability analysis. However, owing to the

Figure 1. Pipeline systems: (a) RBD of pipelines at the oil
terminal Dębogórze;9 (b) cross-section of M-80-200-10 steel rope.6
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state-based nature of model checking, this method suits
Markov-chain-based reliability analysis quite well,
whereas, in the context of RBD-based reliability analy-
sis, model checking can be used to analyze the proper-
ties of dynamic RBDs only.21 Conversely, theorem
proving based on expressive higher-order-logic
(HOL),22 which is a system of deduction with a precise
semantics and can be used for the formal modeling of
any system that can be described mathematically,
enables a variety of data types, such as lists and real
numbers, to be utilized and can be used to verify gen-
eric mathematical expressions. Thus, leveraging on the
probability theory formalization in HOL,23 the theo-
rem proving technique has the potential to provide an
accurate and rigorous alternative for the reliability
analysis of oil and gas pipelines.

Theorem proving has been recently used for the for-
malization of different types of RBD, such as series8,
parallel24, parallel–series24 and series–parallel,25 to con-
duct formal reliability analysis of many applications,
including simple oil and gas pipelines with serial com-
ponents,8 wireless sensor network protocols,24 and
logistic supply chains.25 However, many real-world
pipelines9 have some operational states that require
only some of their redundant subsystems to be opera-
tional. These kinds of pipeline operational behavior
have been modeled using a k-out-of-n RBD configura-
tion. Thus, we need to formalize the k-out-of-n RBD
configurations along with other RBD configurations to
facilitate the accurate analysis of a wide range of oil
and gas pipelines.

The main novel contributions of the paper are:

� an improved formalization approach for commonly
used RBDs, in particular series–parallel RBD,
which is much more compositional in nature than
existing formalizations of RBDs24,25 and can be eas-
ily extended to model any kind of complex RBDs
within the HOL theorem prover;

� formalization of a k-out-of-n RBD configuration
and its variants, which is essentially required along
with other RBD configurations to facilitate the
accurate reliability analysis of a wide range of real-
world systems, including oil and gas pipeline
networks;9

� formal reliability analysis of a complex pipeline net-
work used in the oil terminal in Dębogórze,9 which
is designated for the reception of oil products from
ships and the storage and transportation of oil
products by carriages or cars.

The rest of the paper is organized as follows. The
next section presents a review of the related work. Then
follows an overview of the proposed methodology,
which has been used to conduct formal reliability anal-
ysis of oil and gas pipeline system. To facilitate the
understanding of the paper for non-experts in theorem
proving, we then present a brief introduction of theo-
rem proving, the HOL theorem prover, and the HOL

probability theory formalization. This is followed by
the description of our formalization of the RBD config-
urations. The RBD-based formal reliability analysis of
oil and gas pipelines is presented before conclusions are
drawn and discussions on future work made.

Related work

Many computer software tools, such as DNV-GL,12

ReliaSoft,13 and the ASENT Reliability analysis tool,26

support RBD-based reliability analysis and provide
powerful graphical editors, which can be used to con-
struct RBD models of oil and gas pipelines. These tools
generate samples from exponential or Weibull random
variables to model the reliabilities of the system compo-
nents. These samples are then processed using com-
puter arithmetic and numerical techniques to compute
the reliability of the complete system. Although these
software tools provide more scalable and faster analysis
than paper-and-pencil based analytical methods, they
cannot ascertain the absolute correctness of the system
because of their inherent sampling-based nature, the
involvement of pseudorandom numbers, and numerical
methods.

Formal methods, such as Petri nets, have also been
used to model RBDs,27 as well as dynamic RBDs,21

which are used to describe the reliability behavior of
systems. Petri net verification tools, based on model
checking principles, are then used to verify behavioral
properties of the RBD models to identify design
flaws.21,27 Similarly, the probabilistic model checker,
PRISM,28 has been used for the quantitative verifica-
tion of various safety and mission-critical systems, such
as failure analysis for an industrial product develop-
ment workflow,29 an airbag system,30 and the reliability
analysis of a global navigation satellite system that
enables an aircraft to determine its position (latitude,
longitude, and altitude).31 However, owing to the state-
based models, only state-related property verification,
such as deadlock checks, reachability, or safety prop-
erty verification, is supported by these approaches; i.e.,
we cannot verify generic reliability relationships for the
given system using the approaches presented by
Robidoux et al.21 or Norman and Parker.30

A number of HOL formalizations of probability the-
ory are available.23,32,33 Hurd’s formalization of prob-
ability theory32 has been utilized to verify sampling
algorithms of a number of commonly used discrete32

and continuous34 random variables based on their
probabilistic and statistical properties. Moreover, this
formalization has been used to conduct the reliability
analysis of a number of applications, such as memory
arrays34 and electronic components.35 However, Hurd’s
formalization of probability theory only supports use
of the whole universe as the probability space. This fea-
ture limits its scope; thus, this probability theory cannot
be used to formalize more than a single continuous ran-
dom variable, whereas, in the case of reliability analysis
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of pipelines, a number of continuous random variables
are required. Recent formalizations of probability the-
ory by Mhamdi23 and Hölzl 33 are based on extended
real numbers (including 6‘) and provide formalization
of the Lebesgue integral to reason about advanced sta-
tistical properties. These theories also allow the use of
any arbitrary probability space, a subset of the universe,
and thus are more flexible than Hurd’s formalization.

Leveraging on the high expressiveness of HOL and
the inherent soundness of theorem proving, Mhamdi’s
formalized probability theory23 has recently been used
for the formalization of RBDs, including series,8 paral-
lel,24 parallel–series,24 and series–parallel.25 These for-
malizations have been used for the reliability analysis
of many applications including simple oil and gas pipe-
lines with serial components,8 wireless sensor network
protocols,24 and logistic supply chains.24 Moreover, the
probability theory in the HOL theorem prover23 has
also been used to conduct fault-tree-based formal fail-
ure analysis of a satellite’s solar array36 and availability
analysis.37 However, to the best of our knowledge, no
HOL formalization of the k-out-of-n RBD configura-
tion, which is frequently used to capture the behavior
of complex oil and gas pipelines, has been reported in
the literature so far. In this paper, we overcome this
limitation by presenting a HOL formalization of the
k-out-of-n RBD configuration, which, in turn, is used,
along with the series–parallel RBD configuration, to
formally verify generic reliability expressions for an oil
and gas pipeline network used in the oil terminal of
Dębogórze.9

Proposed methodology

The proposed methodology for the formal reliability
analysis of oil and gas pipeline systems, depicted in
Figure 2, allows us to formally verify the reliability

expressions corresponding to the given pipeline system
description and thus formally check that the given pipe-
line system satisfies its reliability requirements. The
core component of this methodology is the HOL for-
malization of the notions of probability, reliability, and
RBDs.

The given oil and gas pipeline system is first parti-
tioned into segments and the corresponding RBD
model is constructed. This model can then be forma-
lized in HOL using the aforementioned core formaliza-
tions, particularly the formalization of commonly used
RBD configurations. The next step is to assign failure
distributions, e.g. exponential and Weibull, to individ-
ual components of the given pipeline system. These dis-
tributions are also formalized by building on
formalized probability theory and are used, along with
the formal RBD model, to formalize the given reliabil-
ity requirements as a proof goal in HOL. The user must
reason about the correctness of this proof goal using a
theorem prover by building on the core formalizations
of probability and reliability theories. If all the sub-
goals are discharged, we obtain formally verified relia-
bility expressions, which correspond to the reliability
requirements of the given pipeline system. Otherwise,
we can use the failing subgoals to debug our formaliza-
tions of the model (formal RBD model) and require-
ments (proof goal) or the originally specified model
and requirements, as depicted by the red line in
Figure 2.

Preliminaries

In this section, we give a brief introduction to theorem
proving and the HOL theorem prover in particular.
This will be followed by an overview of the formaliza-
tion of probability theory23 and the notion of reliability
in HOL that we build on to formalize RBD

Figure 2. Methodology for formal pipeline reliability analysis.
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configurations. The intent is to introduce the main
ideas behind these foundations to facilitate understand-
ing of the paper.

Theorem proving

Theorem proving22 is a widely used formal verification
technique. The system that needs to be analyzed is
mathematically modeled in an appropriate logic and
the properties of interest are verified using computer-
based formal tools. The use of formal logic as a model-
ing medium makes theorem proving a very flexible
verification technique as it is possible to formally verify
any system that can be described mathematically. The
core of theorem provers usually consists of some well-
known axioms and primitive inference rules. Soundness
is assured as every new theorem must be created from
these basic or already proved axioms and primitive
inference rules.

The verification effort of a theorem in a theorem
prover varies from trivial to complex, depending on the
underlying logic. For instance, first-order logic38 utilizes
propositional calculus and terms (constants, function
names, and free variables) and is semi-decidable. A
number of sound and complete first-order logic auto-
mated reasoners are available that enable completely
automated proofs. More expressive logics, such as
HOL,39 can be used to model a wider range of problems
than first-order logic, but theorem proving for these
logics cannot be fully automated and thus involves user
interaction to guide the proof tools. For reliability anal-
ysis of pipelines, we need to formalize (mathematically
model) random variables as functions; their distribution
properties are verified by quantifying over random vari-
able functions. Henceforth, first-order logic does not
support such formalization and we need to use HOL to
formalize the foundations of reliability analysis of pipe-
lines. Consequently, the proofs of the properties of
these definitions require human guidance, which can be
quite time consuming and requires a deep understand-
ing of the mathematical reasoning behind the proof.

Higher-order-logic theorem prover

The HOL theorem prover is an interactive theorem
prover developed at the University of Cambridge, UK,
for conducting proofs in HOL. It utilizes the simple
type theory of Church40 along with Hindley–Milner
polymorphism41 to implement HOL, which has been
successfully used as a verification framework for both
software and hardware, as well as a platform for the
formalization of pure mathematics.

The HOL core consists of only five basic axioms
and eight primitive inference rules, which are imple-
mented as ML functions. Soundness is assured, as
every new theorem must be verified by applying these
basic axioms and primitive inference rules or any other
previously verified theorems or inference rules.

We utilized the HOL theories of Booleans, lists, sets,
positive integers, real numbers, measure, and probabil-
ity in our work. In fact, a primary motivation for
selecting the HOL theorem prover for our work was to
benefit from these built-in mathematical theories.
Table 1 provides the mathematical interpretations of
some frequently used HOL symbols and functions,
which are inherited from existing HOL theories, in this
paper.

Formalization of probability and reliability in
higher-order logic

Mathematically, a measure space is defined as a triple
ðO;S;mÞ, where O is a set, called the sample space, S

represents a s-algebra of subsets of O, where the sub-
sets are usually referred to as measurable sets, and m is
a measure with domain S. A probability space is a mea-
sure space ðO;S;PrÞ, such that the measure, referred to
as the probability and denoted Pr, of the sample space
is 1. In the HOL formalization of probability theory,23

given a probability space p, the functions space, sub-
sets, and prob return the corresponding O, S, and
Pr, respectively. This formalization also includes the
formal verification of some of the most widely used

Table 1. HOL symbols and functions.

HOL symbol Standard symbol Meaning

^ and Logical and
_ or Logical or
; not Logical negation
:: cons Adds a new element to a list
+ + append Joins two lists together
HD L head Head element of list L
TL L tail Tail of list L
EL n L element nth element of list L
MEM a L member True if a is a member of list L
LENGTH L length Length of list L
l x:t lx:t Lambda abstraction function that maps x to tðxÞ
SUC n n + 1 Successor of n
limð:ln:fðnÞÞ lim

n!‘
f ðnÞ Limit of a real sequence f

fxjPðxÞg flx:PðxÞg Set of all x that satisfy the condition P

324 Proc IMechE Part O: J Risk and Reliability 232(3)



probability axioms, which play a pivotal role in formal
reasoning about reliability properties.

A random variable is a measurable function between
a probability space and a measurable space. The mea-
surable functions belong to a special class of functions,
which preserves the property that the inverse image of
each measurable set is also measurable. A measurable
space refers to a pair ðS;AÞ, where S denotes a set and
A represents a nonempty collection of subsets of S.
Now, if S is a set with finite elements, then the corre-
sponding random variable is termed a discrete random
variable; otherwise it is called a continuous one.

The probability that a random variable X is less than
or equal to some value t, PrðX4tÞ, is called the cumula-
tive distribution function. It characterizes the distribu-
tion of both discrete and continuous random variables.
The cumulative distribution function has been forma-
lized in HOL as8

‘ " p X t. CDF p X t =
distribution p X {y|y 4 Normal t}

where the variables p, X, and t represent a probability
space, a random variable, and a real number, respec-
tively. The function Normal takes a real number as its
inputs and converts it to its corresponding value in the
extended real data-type, i.e, it is the real data-type with
the inclusion of positive and negative infinity. The
function distribution takes three parameters: a
probability space p, a random variable X, and a set of
extended real numbers, and outputs the probability of
a random variable X that acquires all the values of the
given set in probability space p.

Now, reliability RðtÞ is stated as the probability of a
system or component performing its desired task over a
certain interval of time t

RðtÞ=PrðX. tÞ=1� PrðX4tÞ=1� FXðtÞ ð1Þ

where FXðtÞ is the cumulative distribution function. The
random variable X, in this definition, models the time
to failure of the system and is usually modeled by the
exponential random variable with parameter l, which
corresponds to the failure rate of the system. Based on
the HOL formalization of probability theory,23 equa-
tion (1) has been formalized as8

‘ " p X t. Reliability p X t = 1 - CDF p X t

The series RBD, presented by Ahmed et al.,8 is based
on the notion of mutual independence of random vari-
ables, which is one of the most essential prerequisites
for reasoning about the mathematical expressions for
all RBDs. If N reliability events are mutually indepen-
dent then

Pr
\N
i=1

Ai

 !
=
YN
i=1

PrðAiÞ ð2Þ

This concept has been formalized as8

‘ " p L. mutual_indep p L =
" L1 n. PERM L L1 ^
1 4 n ^ n 4 LENGTH L)
prob p (inter_list p (TAKE n L1)) =
list_prod (list_prob p (TAKE n L1))

The function mutual_indep accepts a list of events L
and probability space p and returns True if the events in
the given list are mutually independent in the probabil-
ity space p. The predicate PERM ensures that its two lists
as its arguments form a permutation of one another.
The function LENGTH returns the length of the given
list. The function TAKE returns the first n elements of
its argument list as a list. The function inter_list
performs the intersection of all the sets in its argument
list of sets and returns the probability space if the given
list of sets is empty. The function list_prob takes a
list of events and returns a list of probabilities associ-
ated with the events in the given list of events in the
given probability space. Finally, the function list_
prod recursively multiplies all the elements in the given
list of real numbers. Using these functions, the function
mutual_indep models the mutual independence con-
dition such that for any one or more events n taken
from any permutation of the given list L, the property
Prð\Ni=1AiÞ=

QN
i=1 PrðAiÞ holds.

Formalization of the reliability block
diagrams

Reliability block diagrams42 are graphical structures
consisting of blocks and connector lines. The blocks
usually represent the system components and the con-
nection of these components is described by the connec-
tor lines. The system is functional if at least one path of
properly functional components from input to output
exists; otherwise it fails.

An RBD configuration can follow any of these three
basic patterns of component connections: (i) series; (ii)
active redundancy; or (iii) standby redundancy. In the
series connection, shown in Figure 3(a), all the compo-
nents should be functional for the system to remain
functional. Whereas, in active redundancy, all the com-
ponents in at least one of the redundant stages must be
functioning in the fully operational mode. The compo-
nents in active redundancy, in Figure 3, might be con-
nected in a parallel structure (Figure 3(b)) or a
combination of series and parallel structures, as shown
in Figure 3(c). In standby redundancy, not all compo-
nents are required to be active, as shown in Figure
3(d). This type of RBD is known as k-out-of-n RBD,
where at least k components out of n system compo-
nents must be in an active state. Three types of infor-
mation are necessary to build the RBD of a given
system: (i) functional interaction of the system compo-
nents, (ii) reliability of each component, and (iii) mis-
sion times at which the reliability is desired. This
information is then utilized by design engineers to iden-
tify the appropriate RBD configuration (series, parallel
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or series–parallel) to determine the overall reliability of
the given system.

The most commonly used RBD configurations used
for the reliability analysis of oil and gas pipelines
include series, parallel, and a combination of both, and
are depicted in Figure 3. In this paper, we present their
formalization, which can be used in turn to formally
model the structures of oil and gas pipelines in HOL
and reason about their reliability, availability, and
maintainability characteristics.

Higher-order-logic formalization of reliability event

In this paper, we have verified the reliability expressions
for the commonly used RBD configurations by using
reliability event lists, where a single event represents the
scenario when the given system or component does not
fail before a certain time

Definition 1. ‘ " p X t.
rel_event p X t =
PREIMAGE X {y j Normal t \ y} \ p_space p

The function PREIMAGE takes two arguments, a func-
tion f and a set s, and returns a set, which is the domain
of the function f operating on a given range set s. The
function rel_event accepts a probability space p, a

random variable X, representing the failure time of a
system or a component, and a real number t, which rep-
resents the time index at which the reliability is desired.
It returns an event representing the reliable functioning
of the system or component at time t.

Similarly, a list of reliability events is derived by
mapping the function rel_event on each element of
the given random variable list in HOL as

Definition 2. ‘ " p L t.
rel_event_list p L t =
MAP (la. rel_event p a t) L

where the HOL function MAP takes a function f and a
list and returns a list by applying the function f on each
element of the given list.

In the following sections, we present the HOL for-
malization of RBDs on any reliability event list of arbi-
trary length.24,25 The notion of reliability event is then
incorporated in the formalization while carrying out the
reliability analysis of oil and gas pipelines, as described
later in this paper.

Formalization of series reliability block diagram

The reliability of a system with components connected
in series is considered to be reliable at time t only if all
of its components are functioning reliably at time t, as
depicted in Figure 3(a). If AiðtÞ is a mutually indepen-
dent event that represents the reliable functioning of
the ith component of a serially connected system with
N components at time t, the overall reliability of the
complete system can be expressed as5

RseriesðtÞ=Pr
\N
i=1

AiðtÞ
!
=
YN
i=1

RiðtÞ ð3Þ

We formalized the serial RBD configuration as8

Definition 3. ‘ (" p.
series_struct p []=p_space p) ^
(" p h t. series_struct p (h::t)=

h \ series_struct p t)

This function takes a list of events L corresponding to
the failure of individual components of the given system
and the probability space p and returns the intersection
of all of the elements in a given list L and the whole
probability space, if the given list is empty. Based on
this function definition, the result of equation (3) is for-
mally verified as

Theorem 1. ‘ " p L. prob_space p ^ : NULL L ^
mutual_indep p L ^ in_events p L)
(prob p (series_struct p L)=
list_prod (list_prob p L))

The first assumption ensures that p is a valid probabil-
ity space based on the probability theory in HOL.23

The next two assumptions guarantee that the list of

Figure 3. Reliability block diagrams: (a) series; (b) parallel;
(c) series–parallel; (d) k-out-of-n.
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events, representing the reliability of individual compo-
nents, must have at least one event and that the reliabil-
ity events are mutually independent. The predicate
in_events ensures that each member of the given
event list L must in be in event space p. The conclusion
of the theorem represents equation (3). It is important
to note that our series_struct definition accepts a
list of reliability events and is thus different from the
corresponding formalization, presented by Ahmed
et al.,8 which accepts a list of random variables and is
not general enough to cater for nested RBDs.

Formalization of parallel reliability block diagram

The reliability of a system with parallel connected sub-
modules, depicted in Figure 3(b), mainly depends on
the component with the maximum reliability. In other
words, the system will continue functioning as long as
at least one of its components remains functional. If the
event AiðtÞ represents the reliable functioning of the ith
component of a system with N parallel components at
time t, the overall reliability of the system can be math-
ematically expressed as5

RparallelðtÞ=Pr
[N
i=1

AiðtÞ
!
=1�

YN
i=1

ð1� RiðtÞÞ ð4Þ

To formally verify equation (4), we first define the
parallel RBD configuration in HOL as

Definition 4. ‘ (parallel_struct []={}) ^
(" h t. parallel_struct (h::t)=

h [ parallel_struct t)

The function parallel_struct accepts a list of
reliability events and returns the parallel structure relia-
bility event by recursively performing the union opera-
tion on the given list of reliability events or an empty
set if the given list is empty.

Now, using Definition 4, we can formally verify
equation (4) as

Theorem 2. ‘ " p L. prob_space p ^ : NULL L ^
mutual_indep p L ^ in_events p L)
(prob p (parallel_struct L)=
1 - list_prod
(one_minus_list (list_prob p L)))

This theorem is verified under the same assumptions as
Theorem 1. The conclusion of the theorem represents
equation (4), where, the function one_minus_list,
which accepts a list of real numbers ½x1; x2; x3; . . . ; xn�
and returns the list of real numbers, such that each ele-
ment of this list is 1 minus the corresponding element
of the given list, i.e., ½1� x1; 1� x2; 1� x3; . . . ; 1� xn�.
The proof of Theorem 2 is primarily based on Theorem
1, along with the fact that, given the list of n mutually
independent events, the complements of these n events
are also mutually independent.

Formalization of series–parallel reliability block
diagram

If in each serial stage the components are connected in
parallel, as shown in Figure 3(c), then the configuration
is termed as a series–parallel structure. If AijðtÞ is the
event corresponding to the proper functioning of the
jth component connected in an ith subsystem at time t,
then the reliability of the complete system can be
expressed mathematically as5

Rseries�parallelðtÞ=Pr
\N
i=1

\M
j=1

AijðtÞ

=
YN
i=1

1�
YM
j=1

ð1� RijðtÞÞ
! ð5Þ

By extending the RBD formalization approach, pre-
sented in Theorems 1 and 2, we formally verify the gen-
eric reliability expression for the series–parallel RBD
configuration, given in equation (5), in HOL as

Theorem 3. ‘ " p L. prob_space p ^
("z. MEM z L) : NULL z) ^
in_events p (FLAT L) ^
mutual_indep p (FLAT L))
(prob p

(series_struct p of parallel_struct) L =
(list_prod of

(la. 1 - list_prod (one_minus_list
(list_prob p a)))) L)

The first assumption in Theorem 3 is similar to the one
used in Theorem 2. The next three assumptions ensure
that the sublists corresponding to the serial substages
are not empty and the reliability events corresponding
to the subcomponents of the parallel–series configura-
tion are valid events of the given probability space p
and are also mutually independent. The HOL function
FLAT is used to flatten the two-dimensional list, i.e., to
transform a list of lists into a single list. The conclusion
models the right-hand side of equation (5). The infixr
function, of, connects series and parallel RBD config-
urations using the HOL function MAP and thus facili-
tates the natural readability of complex RBD
configurations. It is formalized in HOL as

‘ " g f. f of g=(f o (la. MAP g a))

The proof of Theorem 3 uses the results of Theorems
1 and 2 and also requires a lemma that, given the list of
mutually independent reliability events, an event corre-
sponding to the series or parallel RBD structure is inde-
pendent, in probability, with the corresponding event
associated with the series–parallel RBD configurations.

k-out-of-n reliability block diagram

An n-component system is said to be in the k-out-of-n
configuration if we need at least k components out of
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the total n components to be functional for the overall
functionality of the system.5 The RBD for a k-out-of-n
configuration is depicted in Figure 3(d). This behavior
can be modeled by utilizing the concept of binomial
trials, which are used to find the chances of at least k
successes in n trials. Now, if R is the reliability of the k
components that are functioning correctly among n
components, the reliability of the overall system can be
expressed mathematically as5

RkjnðtÞ

=Pr
[n
i= k

fexactly i components functioning properlyg
 !

=
Xn
i=k

n

k

� �
Rið1� RÞn�1

� �

ð6Þ

The HOL formalization of k-out-of-n RBD is

Definition 5. ‘ " p X k n.
k_out_n_struct p X k n =
BIGUNION (IMAGE

(l x. PREIMAGE X {Normal (&x)}\ p_space p)
{x j k � x ^ x \ SUC n})

The function k_out_n_struct accepts a probability
space p, a binomial random variable X, and two vari-
ables, k and n, which represent the number of successes
and total number of trials, respectively. It then returns
the union of the corresponding events that are associ-
ated with the binomial random variable X, which takes
values from the set {x j k 4 x ^ x \ SUC n}. The
function IMAGE takes a function f and an arbitrary
domain set and returns a range set by applying the
function f to all the elements of the given domain set.
The function BIGUNION returns the union of all the
element of given set of sets.

To verify equation (6), we first define a function
bino_dist_rand in HOL, which ensures that the
random variable X is exhibiting the binomial distribu-
tion, as

Definition 6. ‘ " p X R n.
bino_dist_rand p X R n =
("x. distribution p X Normal (&x) =
(& binomial n x)*(R pow x)*

(1 - R) pow (n-x))

Similarly, we define a function in_events_kjn to
ensure that all the corresponding events that are associ-
ated with the binomial random variable X are drawn
from the events space p

Definition 7. ‘ " p X R n.
in_events_kjn p X n=
(lx.PREIMAGE X Normal(&x) \ p_space p) 2

((count (SUC n))! events p)

Now, we verify equation (6) in HOL as

Theorem 4. ‘ " p n k X R. prob_space p ^
k � n ^ in_events_kjn p X n ^
bino_dist_rand p X R n)
(prob p (k_out_n_struct p X k n) =
sum (k, SUC n - k)
(lx. (& binomial n x)* (R pow x)*

(1- R) pow (n-x)))

The first and second assumptions ensure that p is a
valid probability space and the number of successes of
trials k must be less than or equal to the total number
of trials n. In the third assumption, the function
in_events_kjn takes a probability space p, a time-
to-failure random variable X, and a natural number n
and ensures that all the n corresponding events that are
associated with the random variable X are drawn from
the events space p. The function bino_dist_rand,
in the last assumption, takes the probability space p,
the time-to-failure random variable X, the success
probability R, and the natural number n and ensures
that the random variable X is exhibiting a binomial dis-
tribution with success probability R, which, in our case,
is the reliability of each of the n-identical components
connected in a k-out-of-n structure. The conclusion of
the theorem represents equation (6).

An interesting property of equation (6) is that if we
put k=1, the structure reduces to a simple parallel
structure with components having identical reliabilities.
This can be expressed mathematically as

R1jnðtÞ=1� ð1� RÞn ð7Þ

This property can be formally verified in HOL as

Theorem 5. ‘ " p n X R. prob_space p ^
(1 � n) ^ in_events_kjn p X n ^
bino_dist_rand p X R n)

(prob p (k_out_n_struct p X 1 n) =
1 - (1 - R) pow n)

Similarly, if the number of successfully functioning
components is equal to the total number of compo-
nents in the k-out-of-n configuration, i.e., k= n, then
the structure reduces to the series configuration of the
system with components having identical reliabilities R.
The HOL formalization of this property is

Theorem 6. ‘ " p n X R. prob_space p ^
(14n) ^ in_events_kjn p X n ^
bino_dist_rand p X R n)
(prob p (k_out_n_struct p X n n)=R pow n)

This formalization of the RBD configurations pro-
vides the basis for conducting the RBD-based formal
reliability analysis of real-world oil and gas pipeline
networks. The distinguishing feature of this formaliza-
tion is that the variables are quantified for all values;
moreover, the theorems are verified for n-component
RBD configurations. This feature enables us to provide
the reliability analysis for large oil and gas pipelines by
catering any arbitrary number of pipeline segments,
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which is a feature that cannot be provided by model
checking and simulation tools.

Formal reliability analysis of an oil pipeline
network

In this section, we illustrate the practical effectiveness
of the formalization, presented in the previous section,
in analyzing real-world oil and gas pipeline systems.
For this purpose, consider the pipeline system depicted
in Figure 1(a). It has three pipeline subsystems S1, S2,
and S3, which connect the oil terminals A, B, and C in
serial order, starting from the oil terminal at the Port
of Gdynia.9 The oil trucks are unloaded at the Port of
Gdynia, which is connected by a pipeline subsystem S1
to oil terminal A. The pipeline subsystem S2 provides a
path of oil transportation between oil terminals A and
B. Similarly, the pipeline subsystem S3 connects oil
terminals B and C. At oil terminal C, the wagons trans-
port the oil to the Port of Gdynia railway station and
then to the interior regions of the country. There are
two identical pipelines in subsystem S1; both of these
are partitioned into 178 pipe segments of length 12 m.
The identical pipelines in subsystem S2 are partitioned
into 717 pipe segments of length 12m. Similarly, the
subsystem S3 is composed of three identical pipelines,
which are partitioned into 360 pipe segments of either
10m or 7.5m in length.9

To conduct the reliability analysis of these oil pipe-
line subsystems, an effective method is to consider the
operational state of these pipeline subsystems while
transporting the oil from one oil terminal to the other.
This method enables us to select an appropriate RBD
structure and thus leads to trustworthy reliability anal-
ysis results. There are four main operational states of
these pipeline subsystems. 9

� The operation state z1 is used to transport oil from
oil terminal B to oil terminal C using 2-out-of-3
pipelines in subsystem S3.

� The operation state z2 is used to transport oil from
the terminal part C to part B using 1-out-of-3 pipe-
lines in subsystem S3.

� The operation state z3 is used to transport oil from
the terminal part B through part A to part at the
Port of Gdynia using 1-out-of-2 pipelines in subsys-
tem S2 and 1-out-of-2 pipelines in subsystem S1.

� The operation state z4 represents the state when the
system is idle, i.e., no oil is transported. At this
state, the system can be modeled as three series–
parallel RBD structures.

Formalization of exponential failure distribution

We consider that each pipeline segment is exhibiting the
exponential failure distribution, which can be forma-
lized in HOL as

Definition 8. ‘ " p X l. exp_dist p X l =
" t. (CDF p X t=if 0 4 t then

1 - exp (- l * t) else 0)

The function exp_dist guarantees that the cumula-
tive distribution function of the random variable X is
that of an exponential random variable with a failure
rate l in a probability space p. We classify a list of expo-
nentially distributed random variables based on this
definition as

Definition 9. ‘ " p L. list_exp p [] L=T ^
" p h t L. list_exp p (h::t) L =
exp_dist p (HD L) h ^ list_exp p t (TL L)

The function list_exp accepts a list of failure rates, a
list of random variables L, and a probability space p. It
guarantees that all elements of the list L are exponen-
tially distributed with the corresponding failure rates,
given in the other list, within the probability space p.
For this purpose, it utilizes the list functions HD and
TL, which return the head and tail of a list, respectively.
Next we model a two-dimensional list of exponential
distribution functions to model failure characteristic of
pipeline segments in the operational states z2, z3, and
z3 in HOL as

Definition 10. ‘ (" p L.
list_list_exp p [] L=T) ^
" h t p L. list_list_exp p (h::t) L =
list_exp p h (HD L) ^

list_list_exp p t (TL L)

The list_list_exp function accepts two lists, i.e., a
two-dimensional list of failure rates and random vari-
ables L. It calls the function list_exp recursively to
ensure that all elements of the list L are exponentially
distributed with the corresponding failure rates, given
in the other list, within the probability space p.

Formal reliability assessment of pipeline subsystems
at various operational states

At the system operational state z1, the system is com-
posed of the subsystem S3, which is a series 2-out-of
system containing three series partitioned pipelines, as

Figure 4. Port oil transportation system at operation state z1.
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shown in Figure 4. The reliability of the pipeline system
operating in z1 can be expressed mathematically as

Rpipeline z1

=3exp�2S
N
i=1lit�ð1� exp�S

N
i=1litÞ+3exp�3ðS

N
i=1liÞt

ð8Þ

We model the RBD configuration, as shown in
Figure 4, in HOL as

Definition 11. ‘ " p X R n.
rel_pipeline_z1 p X 2 3 =
prob p (k_out_n_struct p X 2 3)

Based on this definition, we have formally verified
equation (8) in HOL as

Theorem 7. ‘ " p p’ X C L t.
(A1): prob_space p ^ prob_space p’
(A2): in_events_kjn p X 3 ^
(A3): bino_dist_rand p X

(pipeline p’(rel_event_list p’ Lt)) 3 ^
(A4): 0 4 t ^
(A5): : NULL (rel_event_list p’ L t) ^
(A6): mutual_indep p’

(rel_event_list p’ L t) ^
(A7): list_exp p’ C L ^
(A8): (LENGTH C=LENGTH L))

(rel_pipeline_z1 p X 2 3 =
3*exp (2 * -list_sum C * t) *
(1 - exp (-list_sum C * t)) +

3*exp (-3*list_sum C * t))

The assumptions A1, A2, and A3 are similar to
those used in Theorem 4, except that the variable n is
specified with the natural number 3 and the reliability
R, in the assumption A3, is replaced by the reliability
of the series partitioned identical pipelines, which was
described by Ahmed et al.8 The function rel_e-
vent_list accepts a probability space p0, a list of
random variables L, representing the failure time of
individual components, and a real number t, which rep-
resents the time index at which the reliability is desired.

It returns a list of events, representing the proper func-
tioning of all the individual components at time t. It is
to be noted that the probability space p for binomial
random variable X is different than the probability
space p0 for time-to-failure random variables, which are
assigned to each pipeline segment. The next two
assumptions (A4 and A5) ensure that the time index
must be positive and that the length of the correspond-
ing events constituted by the random variables in the
list L should not be empty, respectively. This is fol-
lowed by the assumption (A6) that all events are
mutually independent; the last two assumptions (A7
and A8) assign failure rates to the exponentially distrib-
uted random variables, which are associated with the
pipeline segments, and also ensure that the lists of fail-
ure rates and random variables have the same length.
The list_exp function accepts a list of failure rates
C, a list of random variables L, and a probability space
p. It guarantees that all elements of the list L are expo-
nentially distributed with corresponding failure rates
given in the list C within the probability space p. The
conclusion of the theorem evaluates the reliability of
this configuration by utilizing Theorem 4.

At the operational state z2, the system is composed
of a series–parallel subsystem S3, which contains three
pipelines with the structure, as shown in Figure 5. The
reliability of the pipeline system operating in state z2
can be expressed mathematically as

Rpipeline z2 =
YN
i=1

1�
Y3
j=1

1� explijt
� � !

ð9Þ

We model the reliability of the RBD configuration
representing the pipeline system operating at state z2,
as shown in Figure 5, in HOL as

Definition 12. ‘ " p L t.
rel_pipeline_z2 p L t =
prob p((series_struct p of parallel_struct)

(List_rel_event_list p L t))

where L is a two-dimensional list, which contains the list
of random variables associated with the three pipelines.
The function List_rel_event_list accepts a prob-
ability space p, a list of random variables, representing
the failure time of individual components, and a real
number t, which represents the time index at which the
reliability is desired. It returns a two-dimensional list of
events by mapping the function rel_event_list on
every element of the given two-dimensional list of ran-
dom variables, which, in turn, models the proper func-
tioning of all individual components at time t. To model
the three pipeline system operating in state z2 exactly
using the series–parallel RBD configuration, it is neces-
sary that each member list of this two-dimensional list L
must have length 43. For this purpose, we have for-
mally defined a function len_mem_list_le, which
takes a natural number n and a two-dimensional list L

Figure 5. Port oil transportation system at operation state z2.
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and ensures that the length of each member of given list
L must not be greater than n, in HOL as

Definition 13. ‘ " n L.
len_mem_list_le n L =
("x. MEM x L) (LENGTH x 4 n)

Theorem 8. ‘ " L C p t.
(A1): (0 4 t) ^(A2): (prob_space p) ^
(A3): in_events p

(FLAT (List_rel_event_list p L t)) ^
(A4): (mutual_indep p

(FLAT(List_rel_event_list p L t)) ^
(A5): ("z. MEM z

(List_rel_event_list p L t)):NULL z) ^
(A6): ("n. n \ LENGTH L)

(LENGTH (EL n L)=LENGTH (EL n C)) ^
(A7): list_list_exp p C L ^
(A8): len_mem_list_le 3 L)

(rel_pipeline_z2 p L t =
list_prod (one_minus_list

(list_exp_func_list C t)))

where the two-dimensional list C represents the corre-
sponding failure rates of exponentially distributed ran-
dom variables in the list L. The first assumption (A1)
of this theorem ensures that the time index is always
positive. The next three assumptions (A2 to A4) are
similar to those used in Theorem 3. Assumption A5
ensures that the list of random variables associated
with the reliabilities of pipeline segments is not empty.
Assumptions A6 and A7 guarantee that the length of
the list of random variables and the corresponding list
of failure rates for pipeline segments is the same and
the exponential distributions of the pipeline segments,
connected in the series–parallel structure, are associated
with their corresponding failure rates, respectively. The
last assumption (A8) ensures that the length of the
member list of two-dimensional exponentially distribu-
ted random variables list L must not be greater than
three, thus allowing us to model the behavior, which is
discussed in the description of Definition 13. The con-
clusion of Theorem 8 models the reliability of the
series–parallel pipeline system in the operational state

z2. The function list_exp_func_list accepts a
two-dimensional list of failure rates and returns a list
with products of one minus the exponentials of every
sublist. For example list_exp_func_list

½½c1; c2; c3�; ½c4; c5�; ½c6; c7; c8��x=
½ð1� e�ðc1ÞxÞ � ð1� e�ðc2ÞxÞ�
ð1� e�ðc3ÞxÞ; ð1� e�ðc4ÞxÞ � ð1� e�ðc5ÞxÞ; ð1� e�ðc6ÞxÞ�
ð1� e�ðc7ÞxÞ � ð1� e�ðc8ÞxÞ�

At the system operational state z3, the series config-
uration is composed of two series–parallel subsystems
S1 and S2, each containing two pipelines with the struc-
ture shown in Figure 6. The reliability of the pipeline
system at operating state z3 can be expressed mathema-
tically as

Rpipeline z3 =
YN
i=1

1�
Y2
j=1

1� explijt
� �!

�

YM
k=1

1�
Y2
l=1

1� explklt
� �! ð10Þ

where the arbitrary variables N and M represent the
number of segments in the pipelines S1 and S2, respec-
tively. The first part in the right-hand side of this equa-
tion corresponds to the reliability of the pipeline system
S1 and the second part corresponds to the pipeline sys-
tem S2, shown in Figure 6. The HOL formalization of
reliability of pipeline system at operation state z3 is as

Definition 14. ‘ " p L1 L2 t.
rel_pipeline_z3 p L1 L2 t =
prob p ((series_struct p of parallel_struct)

(List_rel_event_list p L1 t) \
(series_struct p of parallel_struct)

(List_rel_event_list p L2 t))

where the two-dimensional lists L1 and L2 contain the
time-to-failure random variables associated with the
pipelines S1 and S2, modeled by series–parallel RBD
configuration at operation state z3, respectively. Now,
based on Definition 14, we formally verified the relia-
bility expression, given in equation (10), in HOL as

Figure 6. Port oil transportation system at operation state z3.
Figure 7. Port oil transportation system at operation state z4.
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Theorem 9. ‘ " L1 L2 C1 C2 p t.
(A1): 0 4 t ^(A2): prob_space p ^
(A3): in_events p

(FLAT(List_rel_event_listp(L1++L2) t))^
(A4): (mutual_indep p

(FLAT(List_rel_event_list p (L1++L2)t))^
(A5): ("z. MEM z

(List_rel_event_list p (L1++L2) t))
:NULL z) ^

(A6): ("n. n \ LENGTH (L1++L2))
(LENGTH (EL n (L1++L2) =
LENGTH (EL n (C1++C2))) ^

(A7): list_list_exp p (C1++C2) (L1++L2) ^
(A8): len_mem_list_le 2 L1 ^

len_mem_list_le 2 L2)
(rel_pipeline_z3 p L1 L2 t =
list_prod (one_minus_list

(list_exp_func_list C1 t)) *
list_prod (one_minus_list

(list_exp_func_list C2 t)))

The assumptions are similar to those used in Theorem
8 and the conclusion models the reliability of the sys-
tem, as given in equation (10).

At the system operational state z4, the system is
formed by a series RBD and composed of three pipeline
subsystems S1, S2, S3, and thus covers the complete
pipeline system as shown in Figure 7. The reliability of
the pipeline system at operation state z4, as shown in
Figure 7, can be expressed mathematically as

Rpipeline z4 =
YN
i=1

1�
Y2
j=1

1� explijt
� �!

�

YM
k=1

1�
Y2
l=1

1� explklt
� �!

�

YR
p=1

1�
Y3
q=1

1� explpqt
� �!

ð11Þ

where the first part of the right-hand side of this equa-
tion corresponds to the reliability of the pipeline system
S1 and the second part to the pipeline system S2, shown
in Figure 7, respectively.

The HOL formalization of the reliability of pipeline
system at operation state z3 is as

Definition 15. ‘ " p L1 L2 L3 t.
rel_pipeline_z4 p L1 L2 L3 t =
prob p ((series_struct p of parallel_struct)

(List_rel_event_list p L1 t) \
(series_struct p of parallel_struct)

(List_rel_event_list p L2 t) \
(series_struct p of parallel_struct)

(List_rel_event_list p L3 t))

The reliability expression, given in equation (11), can
be formally verified in HOL as

Theorem 10. ‘ " L1 L2 L3 C1 C2 C3 p t.
(A1): 0 4 t ^(A2): prob_space p ^
(A3): in_events p (FLAT

(List_rel_event_listp(L1++L2++L3)t)) ^
(A4): (mutual_indep p (FLAT

(List_rel_event_list p(L1++L2++L3) t)) ^
(A5): ("z. MEM z

(List_rel_event_list p (L1++L2++L3) t)
): NULL z) ^

(A6): ("n. n \ LENGTH (L1++L2++L3))
(LENGTH (EL n (L1++L2++L3) =
LENGTH (EL n (C1++C2++C3))) ^

(A7): list_list_exp p (C1++C2++C3)
(L1++L2++L3) ^

(A8): len_mem_list_le 2 L1 ^
len_mem_list_le 2 L2 ^
len_mem_list_le 3 L3)

(rel_pipeline_z4 p L1 L2 L3 t =
list_prod (one_minus_list

(list_exp_func_list C1 t)) *
list_prod (one_minus_list

(list_exp_func_list C2 t)) *
list_prod one_minus_list

(list_exp_func_list C3 t)))

The assumptions of this theorem are similar to those
used in Theorem 9; the conclusion of the theorem eval-
uates the reliability of the pipeline system shown in
Figure 7. The proofs of Theorems 7 to 10 are primarily
based on induction and verified by utilizing RBD con-
figuration theorems, presented earlier in this paper,
along with some fundamental axioms of probability
theory.

These theorems provide a comprehensive RBD-
based formal reliability analysis by considering different
operational states of the given pipeline system. The dis-
tinguishing features of the formally verified results, pre-
sented in this section, include their generic nature, i.e.,
all the variables are universally quantified and thus can
be specialized to obtain the reliability of the given pipe-
line network for any given parameters. The correctness
of the results is guaranteed, owing to the involvement
of a sound theorem prover in their verification. This
fact ensures that all the required assumptions for the
validity of the result accompany the theorems, which is
not the case with the corresponding paper-and-pencil
based proofs for the same relations for the give pipeline
network.9

The formally verified reliability expressions, which
are presented in Theorems 7 to 10, provide useful
insights for system design engineers and can be used to
certify reliability results obtained using traditional tech-
niques, such as paper-and-pencil methods or computer
simulations. For instance, it is very useful to know the
pipeline segment with the least reliability and how it
can effect the reliability of overall pipeline system. So,
by keeping this in mind, our formalization enables relia-
bility design engineers to analyze the effect of pipeline
segments with low reliability on the overall pipeline
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system accurately, owing to the involvement of a
mechanized reasoning process within the sound core of
the HOL theorem prover. Moreover, the individual fail-
ure rates of the pipeline segments can be easily provided
to these theorems in the form of a list, i.e., C. Another
novelty worth mentioning is that the function len_-
mem_list_le can be utilized to model any number of
parallel pipeline systems, for instance, in pipeline sys-
tems S1 and S2, the function takes value 2 to model two
parallel pipelines; in pipeline system S3, it takes the nat-
ural number 3 to model three pipelines.

These benefits are not shared by any other
computer-based reliability analysis approach for oil
and gas pipelines; this clearly indicates the usefulness of
the proposed approach. These added benefits are
attained at the cost of the explicit guidance required to
formalize the results, presented in this and the previous
section. Our proof script for these formally verified
results is composed of more than 7000 lines of code
and took about 250 man-hours of effort.43 Most of the
effort was made on the formalization of RBD config-
urations and the verification of their corresponding
generic reliability expressions. This formalization con-
siderably facilitated the formalization of the oil and gas
pipeline system, as the analysis only took about 2500
lines of HOL code and very little manual interaction,
compared with the theorems, presented in this section.

Conclusions and future work

Many probabilistic reliability assessment techniques
have been developed during the last two decades to
assess the reliability of oil and gas pipelines. However,
the analysis based on these probability theoretic
approaches is carried out using informal system analy-
sis methods, like simulation or paper-and-pencil, and
thus does not ensure accurate results. The accuracy of
the pipeline reliability assessment results is critical for
oil and gas pipelines since even minor flaws in the anal-
ysis could trigger the loss of many human lives or cause
heavy damages to the environment. To achieve this
goal and overcome the inaccuracy limitation of the tra-
ditional probabilistic analysis techniques, we propose
to build on our proposed formalization of RBDs to
formally reason about the reliability of oil and gas
pipelines using HOL theorem proving. For illustration
purposes, we formally verified the reliability expres-
sions of the oil pipeline system between the oil term-
inals at the Port of Gdynia and Dębogórze.

To facilitate the utilization of our proposed
approach, we plan to build a graphical user interface
(GUI) that can be used to capture any RBD model,
such as a oil and gas pipeline system RBD, from the
user and return the formally verified reliability expres-
sion, using an HOL theorem prover that is running
seamlessly underlying this GUI, of the given system.
This would bring great benefits to non-HOL users, like
industrial reliability engineers, in many respects. For

instance, it can be used to certify the results estimated
by the design engineer and provide an opportunity at
the design stage to correct this estimated result, if it is
not validated by the HOL theorem prover. We also
plan to formalize multistate reliability theory,44 which
is based on a semi-Markov process, and can be used to
reason about the impact of change in time on reliability
of the system. This formalization would require the for-
malization of a semi-Markov chain and its associated
concepts.
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